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1.	PURPOSE:  This handbook establishes responsibilities and prescribes procedures for use of the Government Purchase Card Program located at the Picatinny, NJ site to include PEO, PM's, ARDEC, ARDEC off site locations at Army Research Lab (ARL), Benet Laboratories, Rock Island Arsenal and Installation Management Command (IMCOM) Northeast Region and Network Enterprise Center (NEC), located at Picatinny, NJ. 





This handbook is a local supplement to AR715-xx dated 2 May 2007, Government Purchase Card Program.  This handbook is intended to be a quick reference guide not a substitute for training, nor a complete guide for purchasing via credit card.  All references should be applied and read, when questions arise contact the A/OPC (Pat Hypes) or Alternate A/OPC (Deb Febus) for further guidance.

2. APPLICABILITY:  This handbook applies to all elements of the PEO, PM's, ARDEC on site and off site locations and IMCOM and NEC that are serviced by the Acquisition Center located at Picatinny and use the International Merchant Purchase Authorization Card (IMPAC) Government Purchase Card (GPC), issued by the Agency/Organization Program Coordinator, (A/OPC) under the direction of the Director of Contracting (DOC).

3. DEFINITIONS:

a. Agency/Organization Program Coordinator (AOPC) and Alternate.  The AOPC (Pat Hypes) is the person physically located in the Acquisition Center, Building 10 and is responsible for the overall Purchase Card Program administration.  The AOPC takes the initiative to expand the program to achieve agency objectives to streamline the purchasing process.  The AOPC does not rule on the validity of individual requirements using the purchase card.  If cardholders have such questions they should use their chain of command in the order indicated:  Billing Official; Fund Certifier; Director/Commander.  When a legal issue arises, consult with the Legal Office Counsel.  When a financial issue arises consult with the Managerial Accounting Representative. Refer to Appendix I, credit card point of contacts. All duties of the AOPC are listed in AR715-xx dated 2 May 2007.

b.	Cardholder.  The individual to whom written delegation of authority has been granted by the Executive for Contracting to use the Government Purchase Card. 

The GPC card bears the employee's name and may only be used by this individual to pay for authorized U.S. Government purchases, which are prudent purchases, minimum need, and best value. Purchases that are considered fraud, waste or abuse or inappropriate may result in one or more of the following: 

 (1) termination of the card;
 (2) requirements to personally pay for the item(s) and/or  
 (3) administrative, civil or criminal liability. 





One instance of an inappropriate use will result in a written warning to the cardholder, and a second instance will result in withdrawal of card.  It is the responsibility of the cardholder to personally surrender to the AOPC any card that is not being used, terminated or cancelled. All duties of the Cardholder are listed in AR715-xx dated 2 May 2007. 
   
c. 	Billing Official (BO). All accounts will have a Billing Official (BO) and an Alternate Billing Official.  Alternates will act upon items when the Billing Official is not available. The BO is an individual who has under their purview, officially delegated GPC Cardholder(s), (no more than seven).  The Billing Official must be in the cardholder's supervisor chain or a higher level official.  The BO, is the individual designated to approve receive and review the monthly billing statement.  Upon certification of the monthly billing statement in AXOL (Access Online), the BO is authorizing payment to US BANK and as such is certifying that the purchase(s) are deemed to be appropriate in all respects and are not a result of fraud, waste or abuse.  If the purchase is found to be inappropriate, fraudulent, wasteful or abusive, the approver will not certify for payment and will notify the AOPC in writing of the offense. BOs or their Directors may establish further internal controls within each organization to further protect the authorized use of the GPC, to include, but not limited to approval before entering the requisition into SAP.

It is also the responsibility of the BO to have the AOPC notified of any changes to their individual cardholder status, i.e. change of location (if cardholder remains in organization but their address changes) telephone number, name change, or if the cardholder leaves the organization or government service.  To assure proper management controls, the cardholder, BO and the hand receipt holder for the organization cannot be the same individual.  The BO will also ensure that the cardholder surrender any GPC card that is not being used on a continual need basis, terminated or canceled to the AOPC.  All duties of the BO are listed in AR 715-xx dated 2 May 2007.

d.	Credit Card Inspectors.  Inspectors are appointed in accordance with an agreement with Financial Management Directorate.  Inspections will be conducted on a quarterly basis by FM Interns that are trained by the AOPC or Alternate AOPC, and will submit all their findings on a quarterly basis or sooner to the AOPC in writing.  Failure to detect and report fraud, waste and abuse on the part of the inspector can result in culpability on the part of the inspector. 

e.	The SAP system is an electronic forms generator that creates, routes, and tracks requests for supplies, material, equipment or services for all GPC cardholders on site and off site locations.  IMCOM and NEC Cardholders shall use the log in AXOL (Access Online).

Before purchasing or contacting a vendor you must enter your purchase in SAP.  This is mandatory and may not be bypassed.  Failure to use SAP or AXOL will result in cancellation of the GPC. 


f.	Tax Exemption:   In AR 715-xx 02 May 2007 Paragraph 3-5 Tax-exempt status and the very last page 111 explains the territories of the USA. The regulation states glossary but it is under the *Terms* section (Page 111).  The GPC is embossed with the statement “U.S. GOVT TAX EXEMPT”.  GPC holders should not be purchasing any products that are subject to federal or state excise tax. 

A company/vendor can look up tax ID’s when given the ID – ours is 351996956 and is in the name of DFAS Finance Accounting Service.  Cardholders will ensure that they are not charged sales tax.  Tell the vendor before purchasing that they are purchasing for the US Government and are tax exempt.  

IF tax is charged by a supplier and appears on a Cardholder statement, the following steps need to be taken by the Cardholders:

a.  Contact the supplier and request that a credit be processed for the sales tax charged.
b. Maintain written records of communications with suppliers regarding credits for sales tax.  If the supplier refuses to issue a credit or does not issue a credit within the next billing cycle, please notify A/OPC concerning your attempts to obtain a credit for the sales tax billed.
c. DO NOT place any further orders with the supplier.
d. A/OPC will notify all other Cardholders to refrain from doing business with the supplier.  

                              Recovering charged sales tax requires time and effort that is not very      productive for anyone.  It is therefore essential that GPC departments make vendors aware that GPC is exempt from sales tax before making a purchase. 


The Tax Exempt Certificate is provided for your use. You can sign as the purchaser. 


            
         
g. 	Cardholder on-line Registration at US Bank. After receipt of your GPC you will need to register on line at USBANK – this is mandatory, if you are a new cardholder please follow all guidance – this will provide you with your AXOL login and password, in order to approve your monthly bank bill located in the Transaction Management tab.  You should have already taken the US Bank Web-based training located at https://wbt.access.usbank.com.  Contact Deb Febus for user ID and password (which changes every 3 months) if you’d like to access the site for reference. 

h.	DoD EMall is a mandatory site for purchases of office supplies.  Upon receipt of your credit card you must register and set-up an account to use in DoD EMall. Please print the list of Army BPA Vendors – use of these companies is mandatory.
    
i.	CHESS (Army Small Computer Program)  See Appendix G - Memo dated 4 May 2009 – Subject:  Use of Computer Hardware, Enterprise Software and Solutions (CHESS) as the Primary Source for Procuring Commercial Information Technology (IT) Hardware and Software.  Contact Pica IT Approval for questions on purchasing IT/ADP.  POC for contracts at CHESS is Linda Cook.
 
j.	Over the Counter Purchases.  Card Holder physically goes to vendor to pick-up material being purchased. Must be preapproved by A/OPC. The customer must be the cardholder unless the card number has been furnished to the vendor telephonically when placing the order.  The vendor may not keep the number on file for future purchases, nor shall the employee that picks-up the merchandise sign the credit card authorization receipt, they may however sign for pick-up of purchase.

4. GENERAL:

Billing Officials, Alternate Billing Officials and Government Purchase Cardholders are nominated in accordance with AR 715 xx dated 2 May 2007.  All training requirements are to be fulfilled before accounts are established at US Bank and Delegation of Authority letters are issued.  

Cardholders will be appointed in writing, by the Executive for Contracting.  This official correspondence must be signed and returned to the AOPC or Alternate AOPC within one (1) week of issuance, this will be sent to you via email.  Non-compliance will result in your GPC account not being established. Your Billing Official will be notified.

Prior to appointment, prospective cardholders must successfully complete mandatory training given on line by Defense Acquisition University (DAU).  You should have received an e-mail from the Alt A/OPC with all the required courses and their sites.


Prior to receiving an account at the US Bank new cardhodlers must complete live new cardholders training, approximately 5 ½ hours of locally developed training, which will be given quarterly by the AOPC.  

Government Purchase Cardholders who need to purchase from $3,001 up to $25,000 single purchase will be required to take locally developed Advanced Credit Card Purchase Training, approximately 4 hours and a test will follow.  After a passing grade of 80% the single limit may be raised, above $3,000 but no higher than $25,000.  

ONLY Acquisition Center cardholders may purchase over $25,000.00 and no higher than $100,000.00 per single purchase.   

Refresher training is required by DA every two years.  Located at http://clc.dau.mil CLG 004.

Cardholders shall comply with Joint Ethics Regulation, DOD 5500.7R, Cardholders must review the regulation semi-annually. Those cardholders who purchase an aggregate amount of $100,000 or more must file an OGE 450 Form.  Your supervisor will discuss this with you.

Billing Officials will be appointed in writing to the AOPC by Directors of their organization and the reference guide is AR715-xx dated 2 May 2007 will be followed. 

Conflict of Interest guidance is contained in AR 715-xx dtd 2 May 2007.   Chapter 3 Operational Guidance and procedures 3-3 Separation of Duties.



Federal Acquisition Regulation Part (FAR) 13.301 Governmentwide Commercial Purchase Card 

(a) The Government wide commercial purchase card is authorized for use in making and/or paying for purchases of supplies, services, or construction. The Government wide commercial purchase card may be used by contracting officers and other individuals designated in accordance with 1.603-3. The card may be used only for purchases that are otherwise authorized by law or regulation. 

(b) Agencies using the Government wide commercial purchase card shall establish procedures for use and control of the card that comply with the Treasury Financial Manual for Guidance of Departments and Agencies (TFM 4-4500) and that are consistent with the terms and conditions of the current GSA credit card contract. Agency procedures should not limit the use of the Government wide commercial purchase card to micro-purchases. Agency procedures should encourage use of the card in greater dollar amounts by contracting officers to place orders and to pay for purchases against contracts established under Part 8 procedures, when authorized; and to place orders and/or make payment under other contractual instruments, when agreed to by the contractor. See 32.1110(d) for instructions for use of the appropriate clause when payment under a written contract will be made through use of the card. 

(c) The Government wide commercial purchase card may be used to— 

(1) Make micro-purchases; 

(2) Place a task or delivery order (if authorized in the basic contract, basic ordering agreement, or blanket purchase agreement); or 

(3) Make payments, when the contractor agrees to accept payment by the card. 

13.302  Purchase orders. 

13.302-1  General. 
(a) Except as provided under the unpriced purchase order method (see 13.302-2), purchase orders generally are issued on a fixed-price basis. See 12.207 for acquisition of commercial items. 

(b) Purchase orders shall— 

(1) Specify the quantity of supplies or scope of services ordered; 

(2) Contain a determinable date by which delivery of the supplies or performance of the services is required; 

(3) Provide for inspection as prescribed in Part 46. Generally, inspection and acceptance should be at destination. Source inspection should be specified only if required by Part 46. When inspection and acceptance will be performed at destination, advance copies of the purchase order or equivalent notice shall be furnished to the consignee(s) for material receipt purposes. Receiving reports shall be accomplished immediately upon receipt and acceptance of supplies; 

(4) Specify f.o.b. destination for supplies to be delivered within the United States, except Alaska or Hawaii, unless there are valid reasons to the contrary; and 

(5) Include any trade and prompt payment discounts that are offered, consistent with the applicable principles at 14.408-3. 

(c) The contracting officer’s signature on purchase orders shall be in accordance with 4.101 and the definitions at 2.101. Facsimile and electronic signature may be used in the production of purchase orders by automated methods. 

(d) Limit the distribution of copies of purchase orders and related forms to the minimum deemed essential for administration and transmission of contractual information. 

(e) In accordance with 31 U.S.C. 3332, electronic funds transfer (EFT) is required for payments except as provided in 32.1110. See Subpart 32.11 for instructions for use of the appropriate clause in purchase orders. When obtaining oral quotes, the contracting officer shall inform the quoter of the EFT clause that will be in any resulting purchase order. 



13.302-2  Unpriced purchase orders. 
(a) An unpriced purchase order is an order for supplies or services, the price of which is not established at the time of issuance of the order. 

(b) An unpriced purchase order may be used only when— 

(1) It is impractical to obtain pricing in advance of issuance of the purchase order; and 

(2) The purchase is for— 

(i) Repairs to equipment requiring disassembly to determine the nature and extent of repairs; 

(ii) Material available from only one source and for which cost cannot readily be established; or 

(iii) Supplies or services for which prices are known to be competitive, but exact prices are not known (e.g., miscellaneous repair parts, maintenance agreements). 

(c) Unpriced purchase orders may be issued on paper or electronically. A realistic monetary limitation, either for each line item or for the total order, shall be placed on each unpriced purchase order. The monetary limitation shall be an obligation subject to adjustment when the firm price is established. The contracting office shall follow up on each order to ensure timely pricing. The contracting officer or the contracting officer’s designated representative shall review the invoice price and, if reasonable (see 13.106-3(a)), process the invoice for payment. 






Processing of a Purchase Order:

Prior to processing a purchase requisition you will need the following five pieces of documentation to place in your purchase file or send to the Acquisition Center to your dedicated cardholder.

1.  For all requisitions over $3,000:  the price quotes on the company quote form or letterhead (three quotes from three companies) that clearly list their GSA, BPA or DoD contract number and expiration date. If the vendor's are not on one of the aforementioned schedule contracts then the requirement must be purchased through the Acquisition Center by sending a procurement package to your dedicated contracting group, with all the required information.  ARDEC will contact their Acquisition Coaches for assistance.  All others will contact their dedicated contracting group.

2. Market Survey Evaluation; how the market survey was conducted, when, and what companies were contacted.

3. Statement of Work

4. Sole Source or Limited Source Justification if applicable

5. A brief description of exactly what is being purchased - some contractual documents have more than one listed commodity. 

If the dollar value of the purchase exceeds your limit on you GPC and will go to an Acquisition Cardholder please provide that person with the requested information via e-mail.  If this information cannot be provided your shopping requisition will be cancelled from SAP.

5. PROCEDURES:
Cardholders must either personally present their credit card to the vendor, or personally give their credit card number to the vendor by telephone.  Under no circumstances will a credit cardholder give their card to another individual to make a purchase, nor will they allow another individual to sign for them or use their signature.  Allowing another individual to use the card compromises the card and shall result in its immediate revocation. 

Credit Card numbers and date of expiration are NEVER transmitted via email or fax.  Only sites that are https: can be used.

Commanders/Directors should ensure that they have sufficient GPC cardholders and BO's appointed to cover personnel on leave and or absences (whether planned or unexpected), however; the number of cardholders in the Commander’s/Directors organization should be the minimum to do the workload.  Commander’s/Directors shall, annually, review the number and distribution of card holders in their organization. Appointments will follow the AR715-xx dated 2 May 2007, Chapter 2.  

NOMINATION, SELECTION, AND APPOINTMENT of Cardholders and Billing Officials will be as follows:

An installation, unit, or local HA, or senior official must nominate prospective Cardholders through a nomination letter to the local AOPC (Pat Hypes).  The letter (e-mail) will explain why the nominee needs a Government Purchase Card and will verify the individuals’ trustworthiness and reliability in carrying out of responsibilities inherent in holding a GPC.  Officials should only nominate individuals who have demonstrated responsibility and possess the required business acumen to be entrusted with a GPC.


Once cardholders nominations have been accepted by the AOPC (Pat Hypes) they will be sent the mandatory training via e-mail.  Once all training is completed and account will be set up with the US Bank and they will receive their credit card within 7-10 days.  They must have a Billing Official and Alternate appointed to them.

Similarly, Billing Officials whose nominations have been accepted by the AOPC must successfully complete the required GPC training and procurement ethics training.  They MUST also nominate an Alternate Billing Official at the same time.  IF one is not received within two weeks the Billing Official’s account will be lowered to $1.00 and none of the cardholders will be able to purchase.

ALL NOMINATIONS must include:

Name
Office Symbol
E-Mail Address
Street Address
Bldg. No. and Phone
Purpose of card (training/items to be purchased) 

INCREASE/DECREASE in cardholders limits:

A written request will go to the AOPC for an increase or decrease, to include necessary information (i.e. name of individual to be deleted or added, office symbol, telephone number and dollar thresholds when an increase is requested) for the AOPC to comply, with the request. 

All credit card purchases shall be placed in SAP using the appropriate material group, and funds certified in SAP before purchasing the items.  The following guidance shall be followed when entering purchases into SAP.  Shortcuts will NOT be utilized by using generic terms such as office supplies.  All purchases will be listed.

Please use SAP “How Do I?” – some purchases are confusing in entering your purchases into SAP – an example is below:

One PO can be created listing 12 to 15 separate line items – you do not need to create 12 to 15 different purchase orders.  For purchasing 12 computers, all the same configuration, $1,000 each -   One PO for 12 computers total purchase price $12,000.  

If you list the order as 1 each computer for a total dollar amount of $12,000, the order will be rejected by PICA IT approval.  The reason is you MUST list the order as 12 each at the single purchase price of $1,000.  SAP system will automatically generate the full purchase price of $12,000.

Purchasing 12 computers, all different configurations, all different prices, totaling 25,000, and you are receiving 12 different price quotes from the vendor 1 for each computer, then you MUST place 12 separate purchase orders.

If you receive one quote listing all 12 computers with a breakdown of each computer configuration and prices then you may process one (1) PO listing each computer and each price on a separate line item, totaling $25,000. 

If your purchase is over 25K and comes to the Acquisition Center and have not done the above, it will be returned, it is not the responsibility of the dedicated cardholder(s) to correct the requisitioning card holders errors in SAP. 

All credit card requisitions (orders) shall be submitted via SAP.  In instances where SAP is not operational and an emergency arises, credit card requests will be verbally approved by the AOPC, and followed-up in writing to the AOPC, when the system is operational the cardholder will then place orders in SAP, for electronic approval, so there is a Purchase Order to reconcile in SAP at the end of the billing cycle.  Requisitions must be assured funds availability prior to purchase.  

All materiel will be physically checked/received by the cardholder when purchasing expendable items.  Please ensure Material Code 1400 is used for Hazardous purchases in order to preclude being delivered to your office. Non-expendable items (property book), must be placed on property books within 5 work days after receipt of item. The cardholder will keep a log in accordance with their Directorates Internal Control Program of the location of non-expendable items to include the user, when a quarterly inspection of the cardholder is conducted, location of the item, if necessary, can be accomplished in a timely manner.  All purchases on the credit card accomplished by the Acquisition Center cardholders, must have the packing slip with original signature and all necessary approvals, these may be sent to the CH via email or FAX. 


A) Approval Requirement for Training/Education:

All ARDEC training and education will be approved PRIOR to training attendance via a Standard Form 182. This approval step is required whether you are using the SF182 as your payment mechanism or not.  At ARDEC, this form is completed in SAP. 

B)  Authorized Expenses and Payment Methods:

Payable expenses for training can include advance payment of non-contract tuition, travel, and per diem. The Government Purchase Card (GPC – held by an organizational training coordinator) can be used for payment of tuition and book expenses, see section C below.   Wide Area Work Flow (WAWF) will be used for the reimbursement of tuition and books expenses not paid via the GPC, if supported by receipts and SF182, see section D below. Defense Travel System (DTS) should be used for any travel costs, which includes transportation costs and per diem expenses, incurred while on travel.

C) Choosing Payment Method – GPC: 

When using GPC to pay for training and to reinforce compliance with credit card regulations and timely payment of training invoices, please review the following payment procedures for short courses that are coordinated by Armament University (AU):

1.	The AU POC for the course will send the cardholder an e-mail which will include:
a.	A list of students for whom the cardholder is to make payment
b.	The total amount to be charged to the cardholder’s Government Visa Card
c.	The vendor contact information for the cardholder to make the payment directly by phone (please do not fax or e-mail credit card information to the vendor)
d.	The date by which the payment must be made 

2.	 If the cardholder wishes to request it, the vendor can send a confirmation e-mail back to the cardholder to advise that the payment has been made.

D) Choosing Payment Method in SF182

Before attending any training or a training conference, a SF182 form must be submitted to ensure attendance is approved.

1. If the training is being paid by the Government Purchase Card (GPC), the SF182 payment method must indicate the “Government Credit Card” for associated costs (See your training coordinator for more details).

2. If the training is being paid with personal funds and/or the educational institution is to be reimbursed directly, the SF182 payment method should indicate Non-Government Credit Card.  Reimbursement process will be done through Wide Area Work Flow (WAWF). 

3. If the training is associated with travel and is being paid using the Government Travel Credit Card (GTCC), SF182 payment method should indicate “no cost” (See Section E below for further details).

Note: If tuition is being paid using GPC but books are being paid using personal funds, payment method should be “government credit card” for the tuition and “non-government credit card” for the books.

E) Payment of Conference/Meeting Fees: 

Listed below are the methods that have been identified as the ways to enter an advance payment for registration fees.  Please note that this is only for early registration fees that are associated with travel.  For conference fees that are NOT associated with travel (i.e. the conference is on base), conference fees should be paid using Wide Area Work Flow. 

     Method I – (Preferred) – Any “early bird” registration fees that have been paid via the GTCC (Government Travel Credit Card) and need to be paid to avoid delinquency should be entered in DTS as an advance.  Advances are done on a case by case basis, please contact the DTS Helpdesk.

     Method 2 – Early registration fees are purchased by your training coordinator using the GPC (Government Purchase Card).  The rest of the travel expenses are reimbursed in DTS on a regular voucher.

     Method 3 – (Least Preferred) – A local voucher is done in DTS by the traveler to recoup early registration fees.  A regular voucher is created for the rest of the expenses with the local voucher being cross-referenced for auditing purposes.  NOTE:  The registration fees should not be put on the regular voucher if previously claimed on a local voucher.



F)  Miscellaneous Training Scenarios:
The DA Form 2171, Request for Tuition Assistance will be used for military via the Army Continuing Education System.  POC Joseph Shiposh DSN 880-5630

Training outside of the continental U.S. will be entered on an SF182 and can only be approved by HQDA. This approval is in addition to and separate from OCONUS travel approval.  Likewise, training conducted by a foreign source, even if conducted within the continental U.S. must be approved by HQDA. The GPC and WAWF can only be used for companies within the Continental United States.  No foreign purchases are allowed on the GPC or in WAWF.  

Registration fees for training conducted outside the Continental U.S. or by international companies will be paid by use of an SF1034 which will be submitted to DFAS for payment via fax by Managerial Accounting Division.


Any Questions or concerns regarding the DTS or WAWF process please contact the Pica DTS Helpdesk DSN 880-9860 or the Pica WAWF Helpdesk DSN 880-9167





b.	Affirmative Procurement Training :

Affirmative Procurement Training is required for all card holders with limits of $3,000 to $100,000.  You are not allowed to purchase hazardous items except for consumer use items, ie. Window cleaner, desk cleaner, bug spray, etc.  You will be required to take AP training, as a cardholder your name is submitted to Environmental Affairs Division and you will be contacted.   This training is to be taken every 3 years.  You will be sent reminders from the AP office.  Site –  https://picac2w5/aptraining


c.	Government-Furnished Blackberry Purchasing Compliance

Government-purchased BlackBerries must be on the Information Assurance Approved Product List (IAAPL).  The list is provided on the following website page.  It is often updated please follow the below instructions once at the site.

https://informationassurance.us.army.mil/ia_tools/index.php

1.  Then click on "Tools"
2.  Then click on "Information Assurance Approved Product List (IAAPL)"
3.  Then click on “Mobile Devices/Smartphones

IF not on list cannot be ordered.

If you have any additional questions, please contact your Organization's IA representative.










d.	New Shipping Instructions for Freight and Small Package DD 1149


In order to streamline the shipping process we are moving to the use of one form for all shipping requests. All requests to ship material from Picatinny Arsenal should be submitted on DD Form 1149. We will no longer be using the Small Parcel Shipping form. 

Please see the attached instructions for completing the DD Form 1149. DD 1149 is available through Pure edge and also on the Garrison Web page. 

Should you have any questions Please call:

Stephen Efthyvoulou at x 3976
Jenny Bilotti at x 3945
Bob Parkes at x 2509


THE FOLLOWING ARE PROCEDURES TO BE FOLLOWED TO INITIATE ALL SHIPMENTS
FROM THIS INSTALLATION:

*IF THE DD1149 IS NOT COMPLETED CORRECTLY IT WILL BE RETURNED
*ALL INTERNATIONAL AND DANGEROUS GOODS SMALL PACKAGES HAVE A DEADLINE OF 1:00PM MONDAY THROUGH FRIDAY TO BE SHIPPED THE SAME DAY.  IF SHIPPING ON A FRIDAY, PLEASE INDICATE WHETHER A SATURDAY OR MONDAY DELIVERY IS REQUIRED.

Small Parcel Instructions
For Small Parcel Shipments, fill in blocks 1, 2, 3, 4, 13 and Federal Stock Number or Description (b), Quantity (d) and Unit Price (h) ONLY.  (See Step 1, blocks 1-4 for more details)
No signatures for Priority are required for non-hazardous materials.  
See Step 2 for Hazardous, AA&E, or Property book signatures.

Freight/Dangerous Goods/AA&E Instructions
STEP 1:  Fill out the DD1149 (Requisition and Invoice/Shipping Document) Jul 2006 Edition.  Each block is addressed in numeric sequence.

Block 1:  Fill in the initiator’s Name, Extension, Directorate and Bldg Number

Block 2: Fill in the full destination address of shipment

Block 3:  Fill in ATTN: POC at Final Destination and their commercial telephone number. 
When shipping to a Contractor, annotate Contract Number and have the Contracting Officer sign off.   For International Shipments, also enter the e-mail address for the recipient.

Block 4:  Enter the TAC code.  All Freight, Dangerous Goods, Explosives or Weapons - the funds must be stamped certified by certifying official.

Block 5:  Date that you will be providing the DD1149 to Transportation

Block 6:  Leave Blank

Block 7: Date material is required to be delivered (Please be realistic.  ASAP is not a date)

Block 8: The Priority code is determined by the authority signing the form as follows:
13- Branch Chief	6 - Division Chief	3 - Director	1 –Commander
Priority Designator System by Processing Time
	Priority			Process Time (CONUS)	Process Time (OCONUS)
	13				27 Days				67 Days
	  6				  9 Days				15 Days
	  3				  6 Days				11 Days
	  1				Emergency Shipments Processed ASAP
Block 9:  Typed name of signature in Block 10

Block 10:  Signature of Corresponding Priority- Required for Freight, Explosive & Dangerous	    Goods shipments, High Value items and Hand Receipt items

Block 11:  Leave Blank

Block 12:  Leave Blank

Block 13:  For Freight, Explosives & Dangerous Goods – Leave Blank
	     
*For non-hazardous packages under 150 lbs (Small Package Overnight Service)-
	     Choose:	DHL		- can insure for up to $25,000
UPS		-can insure for up to $50,000
FED-EX		-can insure for up to $50,000
or No Preference
*If insurance is requested, please enter the dollar amount you need to insure the package for.  All small packages are automatically covered for up to $100.

Block 14: Leave Blank

Block 15: Leave Blank

ITEM NO. (a) If more than one item being shipped, list them 

FEDERAL STOCK NUMBER, DESCRIPTION, AND CODEING OF MATERIAL AND/OR SERVICES (b)-   Enter the NSN if avail and/or complete description of the item (s) being shipped

UNIT OF ISSUE (c) - Enter as appropriate (ex.  EA or PC)

QUANTITY REQUESTED (d) - Enter the quantity for each item

SUPPLY ACTION (e) - Leave Blank

TYPE CONTAINER (f) - Enter as appropriate (ex. BX for box, CR for crate, PT for pallet)
CONTAINER NOS. (g)- Enter the number of containers

UNIT PRICE (h)- Enter the dollar value of the item

TOTAL COST (i) – The form will update automatically or multiply the quantity and unit price to get the total cost per item if you are filling in by hand

Block 16: Leave Blank
Block 17: Leave Blank

Block 18: Skip to 
TOTAL CONTAINERS (enter the number of containers) 
TYPE CONTAINER (enter type of container) 
DESCRIPTION (enter the dimensions of each container in inches as: 
Length x Width x Height) 
TOTAL WEIGHT (enter the weight of the containers) 
TOTAL CUBE (leave blank if unknown)

Block 19: Leave Blank (Sheet Total will automatically fill in)


STEP 2: GET SIGNATURES REQUIRED AS FOLLOWS:

RADIOACTIVE MATERIAL - Contact Radiation Safety in bldg 319
	Richard Moss		x 5804
	Joseph Fabiano	x 3742
	Richard Fliszar 	x 3126
	
DANGEROUS GOODS - (ex. batteries, chemicals, compressed gas) 
Contact Chris Wagner x 2061 at bldg 316 and provide the MSDS (Material Safety Data Sheet) and item to identify the correct UN Number, Proper Shipping Name, Class and Packing Group as well as marking and labeling the package before bringing the material to bldg 91S (Bob Parkes x 2509 or Jenny Bilotti x 3945) for shipping.

All DG shipments must be brought to bldg 91S for shipping no later than 1pm to be shipped the same day.  DG items CANNOT be stored in bldg 91 overnight.

ARMS, AMMUNITION AND EXPLOSIVES - 
Under DESCRIPTION be sure to note the Net Explosive Weight and Lot Numbers for each item

The following areas must provide a stamp and signature for all AA&E:
1) Safety Officers, bldg 62 - Robert Kesselman x 2866 or Chau Nguyen x 2700
2) Security, bldg 173 – Pat Bradley x 4100 or Mark Ross x 3371
3) Quasas, bldg 806 – Les Foster x 3614

PROPERTY BOOK ITEMS - Contact Bob Rider x 2125 to sign off on any hand receipt items.

PROPERTY ASSURANCE- Only if the items are mission related, such as projectiles, weapons, tripods, gun mounts, gunner’s sights, shipping and storage containers. Bill Weidner Bldg 3150 
X 2891, Alternate John Moy Bldg 3150 X2900, John O’Brien Bldg 3150 x2900.


STEP 3: Once the DD1149 is complete with all necessary information and signatures, provide the ORIGINAL copy to Transportation for processing.  A faxed or scanned copy is not acceptable.  Any questions or concerns regarding the 1149, contact Steve Efthyvoulou x 3976.



     e.   MEMBERSHIPS

As a part of the daily review of transactions being processed in the Purchase Card Program, we are starting to see some that are for individual memberships for some of our personnel. This is a reminder that individual memberships in a professional society are a personal expense. Appropriated funds shall NOT be used for such transactions. This has been a long standing opinion of the Comptroller General of the United States and is still in force today.

It does not matter that you will receive a reduced cost for attending a meeting by being a member. You shall NOT use appropriated funds for individual memberships.  Contact Mr. Allen Johannesen X6971 with any questions.  


f.	ADVERTISING - Approval

Any and all Advertising will be sent to the Acquisition Center requesting approval before submitting to magazines, trade papers or newspapers in accordance with the following part of the Federal Acquisition Regulation.  

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]POC – would be your Center Director for your specific group in the Acquisition Center, Bldg. 10.

FAR Subpart 5.5 -- Paid Advertisements


 “Publication” means--

(1) The placement of an advertisement in a newspaper, magazine, trade or professional journal, or any other printed medium, or

(2) The broadcasting of an advertisement over radio or television.

a.    Authority.

(a) Newspapers. Authority to approve the publication of paid advertisements in newspapers is vested in the head of each agency (44 U.S.C. 3702). This approval authority may be delegated (5 U.S.C. 302 (b)). Contracting officers shall obtain written authorization in accordance with policy procedures before advertising in newspapers.

(b) Other media. Unless the agency head determines otherwise, advance written authorization is not required to place 
advertisements in media other than newspapers.

5.503 -- Procedures.
(a) General.

(1) Orders for paid advertisements may be placed directly with the media or through an advertising agency. Contracting officers shall give small, small disadvantaged, women-owned, veteran-owned, HUBZone, and service-disabled veteran-owned small business concerns maximum opportunity to participate in these acquisitions.

(2) The contracting officer shall use the SF 1449 for paper solicitations. The SF 1449 shall be used to make awards or place orders unless the award/order is made by using electronic commerce or by using the Governmentwide commercial purchase card for micropurchases.

(b) Rates. Advertisements may be paid for at rates not over the commercial rates charged private individuals, with the usual discounts (44 U.S.C. 3703).

(c) Proof of advertising. Every invoice for advertising shall be accompanied by a copy of the advertisement or an affidavit of publication furnished by the publisher, radio or television station, or advertising agency concerned (44 U.S.C. 3703). Paying offices shall retain the proof of advertising until the Government Accountability Office settles the paying office’s account.

(d) Payment. Upon receipt of an invoice supported by proof of advertising, the contracting officer shall attach a copy of the written authority (see 5.502(a)) and submit the invoice for payment under agency procedures.



5.504 -- Use of Advertising Agencies.
(a) General. Basic ordering agreements may be placed with advertising agencies for assistance in producing and placing advertisements when a significant number will be placed in several publications and in national media. Services of advertising agencies include, but are not limited to, counseling as to selection of the media for placement of the advertisement, contacting the media in the interest of the Government, placing orders, selecting and ordering typography, copywriting, and preparing rough layouts.



g.	FREON RECOVERY PROGRAM

With the Freon Recovery program in full swing, the DPW has established an email address and telephone extension to place work orders to have Freon removed from equipment (refrigerators, dehumidifiers, window air conditioners, etc). DPW will only remove Freon from the equipment; disposal of the equipment is the responsibility of the owner.

If you find/have any equipment containing Freon, you should email picafreonrecovery@conus.army.mil your work order or call x9060. Your email/voicemail must include:
1.	How many units
2.	Where the units are located
3.	What the units are
4.	Point of Contact

Call the hotline number X9060. POC: Richard Wood, Stefanie Hagan.



h.	PRINTING SERVICES

DAPS (Defense Automation & Printing Service) is MANDATORY (Unless a waiver via e-mail from DAPs is received that states DAPs cannot supply your print request).  



OFFICIAL GUIDANCE:

The following is a decision from the United States General Accounting Office concerning the use of printing services other than those provided by the Government Printing Office. A portion of this decision has been extracted and is shown here: 
 
Section 117 establishes that an agency that obligates funds to acquire printing from some source other than GPO would violate the Anti deficiency Act.  Agencies must report violations to the President and the Congress.  31 U.S.C. § 1351.  Consistent with our longstanding practice, when we learn of an unreported violation, and the agency, after notification of its failure to report, fails to do so, we will report the violation to Congress.  We also will continue to refer cases to the Department of Justice where Justice Department enforcement of the Act or of debt collection processes is appropriate. 

Until an authorized arrangement is made to accomplish the printing needs of assigned organizations, all printing needs must be processed with the Defense Automated Print Service (DAPS). Three of their locations can be found at Tobyhanna, Ft. Monmouth or Mechanicsburg. 
 

Questions concerning cost and it does not make good business sense are addressed in this decision. As the law is written, those considerations do not enter the equation. You must use an authorized source for printing. To do otherwise will result in an Anti-deficiency Act violation (ADAs).   Also, the method of acquiring those print services, be they by contract, purchase order or credit card do not enter into the equation. If you obtain printing services from other than a GPO or DAPS authorized source, you will have an ADA violation. You do not want an ADA violation. The resultant investigation is time consuming and the end result, you could be held personally liable for the cost of those printing services.

                      i.    PURCHASING SPACE HEATERS

Fire Inspector Robert Tunis, is the POC for purchasing Space Heaters.  He is the Fire Protection Inspector 973-724-4690.  A doctor’s note IS required and heaters must be the oil filled type.  Use material code 1060 so that it is approved through Safety.  Submit a service order to SO Desk (X2785) and have the electrician inspect the outlet into which the heater will be plugged and notify Fire Inspector Mr. Tunis so he can explain the safe operation of a unit heater.  The regulation supporting this is ARDECR 420-1, ARDEC Program for Fire and Emergency Services, Chapter 3, Para. 3  found at :  

https://picac2w5.pica.army.mil/ARDEC/ArdecPolicy/docs/pica/420-1.pdf








j. FIRST AID KITS
In accordance with DoD Regulations first Aid Kits will not be purchased unless approved by the U.S. Army Health Clinic, located in Building 118 at Picatinny NJ.

Appropriated funds will not be expended without written permission.  This will include purchasing of any  items for refurbishing existing kits – any and all types of band aids, ointments, creams, washes, etc. 

POC for approval – please email Industrial Hygiene Office – Christa Calvin.

Non-occupational (personal) medical issues, including a simple headache are the concern of the individual not the organization. 




6.	REFERENCES:

a.  Federal Acquisition Regulation Parts 8, Required Sources of Supplies and Services; Part 13, Simplified Acquisition procedures, Part 15, Contracting by Negotiation and Part 37 Service Contracting.
  
b.  Army Federal Acquisition Regulation Supplement Part 13, and AFARS 37.104-90-2 Personal Services.

c.  Army Regulation 11-2 Management Controls.
 
d.  Army Regulation 710-2, Supply Policy Below the Wholesale Level. 

e.  Joint Ethics Regulation, DD5500.7R August 1993.

References a., b., c., d. and e., may be accessed through use of the Internet/Acquisition Page, http://procnet.pica.army.mil//.      

f. Army Regulation 715-xx dated 2 May 2007.

g.  Other regulations/laws applicable to a particular purchase.

The proponent of this handbook is the Acquisition Center.  Users are invited to send comments to the A/OPC, Pat Hypes or the Alternate A/OPC Deb Febus, located in Building 10 via email.







Appendix A


The following items, are NOT authorized to be purchased utilizing the Government Purchase Card.  Restrictions are as noted.

DoD restricts use of individual Fed-Ex accounts, unless a waiver is obtained from DoD.

All Bluetooth items are restricted by Department of the Army, and will NOT be purchased.

Construction is limited to $2,000 on the GPC, and approvals from IMNE PIC PWU are required. 

The United States Government is exempt from paying state and local taxes.


NO PURCHASES FROM FOREIGN COUNTRIES WILL BE MADE USING THE GPC.
 
Restricted by GSA Contract (a. thru l.).

a.  Rental or lease of motor vehicles.

b.  Rental or lease of land, buildings, trailers on and off ARDEC.

c.  Purchase of airline, bus, boat, or train tickets.

d.  Purchase of meals, drinks, or lodging, or refreshments for award ceremonies or personal consumption.  Request for Refreshments for certain high level ceremonies may be requested beforehand and approved in writing by Mr. Allen Johannesen, FM, Bldg 1.

e.  Purchase of gasoline or oil for vehicles of any type.

f.  Repair of GSA leased vehicles including purchasing of vehicle parts and upgrades and rental of construction equipment (i.e. scaffolding, backhoes, hauling equipment, earth augers, etc.).

g.  Cash advances.

h.  Purchases of any personal items or services, for specific office use, to include but not limited to coffee makers, micro-wave ovens, potable water dispensing apparatus, plants, decorations and the like.

i.  Items which must have a technical inspection before acceptance and payment.

j.  Purchases of an item containing any precious metals.



k.  Purchases of any classified material.

l.  Any non-commercial item which has to be purchased to a specification/TDP statement of work or the like.



Local Restrictions (m. thru u.)
   
m.  Arms, ammunition and explosives for energetic material.  Certain items will be purchased by the Commanders designee, Maureen Struble, DSN 880-4965.

n.  Luxury items/Unreasonably priced items.

o.   Eyeglasses except as indicated in Appendix C ARDECR 385-9 dated 13 May 2010.

p.   Global Positioning System (GPS) for personal use.  Justification needed if otherwise. 

q. Bottled Water – purchase of bottled water requires a certificate of non-potability, which needs to be obtained from Christa Calvin, Health Officer 880-8458. 

r. Purchase of carpeting is considered construction   and guidelines contained in http://www.epa.gov/cpg/products.htm are mandatory.

s. New Army Policy (May 2007) prohibits ANY use of USB/Thumb drives and removable hard drives. Bluetooth is not Army approved. 

t. Bug Spray – Contact Chris Wagner,, MAZMAT COTR, X2061 with any bug problems in your area.  Bug Spray is NOT to be ordered in SAP by a cardholder. 

u. EZ Pass Information – Payment on the GPC for the use of individual EZ Pass prepaid toll transmitters is prohibited.  Approval for use of prepaid EZ Pass toll transmitters will be considered only under limited instances for which the following criteria must be met. Request by the individual Billing official through their individual organization Director for EZ Pass toll Transmitter and authorization by the Agency/Organization Program Coordinator must be in writing.   

v. IPADs are NOT approved for purchase, Also NOT approved are IPHONE and DROID phones. 








MANDATORY PURCHASE SITES

Printing - All printing is to be done by Defense Automated printing Service.  If DAPS cannot do the print request, they will send you a waiver and then you may purchase printing on the open market.  YOU MUST HAVE THE WAIVER and place in your PO file from SAP.  POC at DAPS Bill Moore 312-430-5546  William.c.moore@dla.mil 

Office Supplies - DoD Emall for purchase of Office supplies is MANDATORY – http://www.emall.dla.mil 

Ability One – http://www.abilityone.gov/index.html

CHESS – (Army Small Computer Purchase) – MANDATORY for IT  

https://ascp.monmouth.army.mil/scp/usareur_aitc/generalinfo.jsp

MANDATORY FILING OF PURCHASE ORDERS:

This is the site to reference for how to set up your files for the GPC program  -https://www.arims.army.mil

Inspectors will be looking at your files and they must be labeled like below.

You should have a sticker on your files that states the following:

37Z                             OFFICIAL FILE FOLDER
PO _________
Name of Co. ___________________  
Destroy date: (6 yrs 3 mos after final payment)
  

1




APPENDIX B


Procedures for Using the Government Wide 

Commercial Purchase Card 

Purchases $3,000 - $25,000




1.  PURPOSE:  Definitizes procurement with the Government IMPAC purchase card for purchases $3,000 - $25,000 within the bounds of FAR Part 13, 106-2, Purchases exceeding the micro-purchase threshold.


2.  APPLICABILITY:  Applicable to all elements and tenant activities who are serviced by the Acquisition Center located at Picatinny Arsenal.

3.   REFERENCES:  

     a.  FAR Part 13, 106-2 Purchases exceeding the micro-purchase threshold.

     b.  Army FAR Supplement Subpart 13.9000 Government Purchase Cards.

     c.  FAR Part 4.506(a) – Subject: Determination and Findings to Exempt on a Class Basis Procurements Valued from $3,000 - $25,000, Head of Contracting Activity (HCA).

4.  PURCHASE PROCEDURES:

     a.  Identify Requisition.  Process action into SAP requisitioning system.

     b.  Ensure funding is available before proceeding.

     c.  Obtain any necessary approvals, (i.e. hazardous, safety, security, etc) via SAP.

     d.  Obtain competition – required when using, BPA, IDIQ, GSA, and FSS Contracts.  If the purchase is to exceed $3,000 a pre-priced, pre-negotiated contractual instrument must be used.  Secure written quotes from not less than three (3) vendors, document in writing, place in file along with Purchase Order generated in SAP.

     e.  Obtain Vendor Acceptance of Clauses.  This form is available from the SAP system.  If a contractor has already signed a clause acceptance sheet, the SAP Vendor data base will show an asterisk next to the vendors name, and this will allow an award to be made.  Award may be made to only “small business”.  IF a company will not fill out a vendor acceptance clause sheet when they cannot be used.

     f.  Award can be made to a “large business” if you dissolve the “Small business set aside” and include a justification of the condition for sole source to a large business in SAP.  The SBA, Executive Agency, has the right to question any dissolved small business set-asides.



Oracle – BPA Data Base 

The ARDEC Enterprise & Systems Integration Center working collaboratively with the JM&L Acquisition Center has designed and deployed the “BPA  Data base”.  The BPA Data base link is located on the WELCOME page of the Picatinny Oracle Collaboration Suite Web Portal. 

The link can be found on the lower left hand side of the web page – https://picac2ocsprod1.pica.army.mil/portal/welcome/index.jsp

This data base is populated with the Blanket Purchase Agreements that were put into place at the request of the ARDEC technical community by the JM&L acquisition Center.

This tool has been designed with Credit Cardholders and Project Engineers in mind.  We are sure that you will find this data base to be an easily searchable way to purchase commercially available supplies and services from vendors who regularly do business with us.  If you have any comments on the link please provide them to harry.santa@us.army.mil














APPENDIX C

SUGGESTED ITEMS TO BE CHECKED DURING INSPECTION:

	•	Accuracy and completeness of purchase card requisition.
	•	Funds Availability Appropriateness of expenditure
	•	Authorized users/cardholders
	•	Evidence that cardholder has received training
	•	Deficiencies noted during prior audits have been corrected
	•	Single purchase transaction does not exceed individual limit, to include incidental charges, e.g.  transportation costs.
	•	Purchases were not “split” in order to stay within the single purchase limit.
	•	Each purchase shall invoice a single delivery and payment.  No partial shipments.
	•	All requisitions are entered in SAP prior to purchase.
	•	Emergencies may be purchased prior to entering into SAP if prior approval has been given by the Acquisition Center.  Funds must be available.
	•	Ascertain that the receiving document is not signed by the deliverer.
	•	Check for conflict of interest, cardholders are not working for companies they are dealing with.
	•	Determine if disputed charges and billing errors are:
a.  paid in accordance with "delayed dispute" procedures.
b.  resolved with all parties involved.
c.  are credited on a future billing.
· Determine if cardholders maintain records of purchases.
· Determine if cardholders reconcile the statement of account each month.
	•	Determine if non expendable items purchased are physically on-hand.  This can be accomplished by taking a sample of card holder receipts and verifying the items are present.
	 •	Determine if there is an audit trail that includes item receipts and detailed invoices to support purchases.
	•	Determine if items purchased were shipped within 30 days.  Card holders are responsible for informing the vendor that charges for items can only be placed on the card when shipped.
•	Determine if card holders used split purchases to avoid single purchase limits ($3,000 for supplies and services; $2,000 for construction)
	•	Determine if purchases include state or local taxes. Official government purchases are not subject to these taxes in most locations.
	•	Determine if card holders maintain an accurate record of unresolved disputed purchases.
	•	Determine if approving officials are verifying, approving and certifying monthly purchases made by the card holders.                                            
	•	Determine if procedures are in place and used to resolve improper uses of card.
	•	Determine if approving officials check to see if hand receipts have been issued for accountable property.
	•	Determine if approving officials are maintaining the original card holder Statement of Account and a copy of the certified Billing Statement for three years.
	•	Determine if certified Billing Statements are certified by cardholders within 3 days of close of billing cycle.
	•	Determine effect of late payments.
	•	Determine if prices are fair and reasonable from a common sense point of view.
	•	Determine if purchases are valid requirements of activity or appear unusual i.e., labs acquiring lawn mowers.







OCCUPATIONAL VISION PROGRAM ARDECR 385-9 dated 13 May 2010

ARDEDC Occupational Visions Program Regulation is below.  It has been approved by the Union and the ARDEC change of command.  There
is also a copy posted on the Picatinny regulation website.  POC is Curtis Smith DSN 880-1434.








MEMORANDUM FOR:  ARDEC-All
     
SUBJECT:  Ammunition Requisitions – ONLY to be purchased by Maureen Struble DSN 880-4965.
     
     
1.  It has recently come to my attention that some of our people are circumventing the supply system when ordering ammunition, ammunition components and/or energetic material.  I am sure this is occurring unwittingly because of a lack of knowledge of TACOM- ARDEC Regulation 
No. 700-7 that clearly delineates proper procedures and responsibilities for the management and conduct of all ammunition operations at Picatinny Arsenal.  
2.  When an order is placed in accordance with proper procedures, the process will check to ensure that the requisite quantity of the item being ordered is not already available at TACOM-ARDEC, that there is proper and adequate storage, and that the quantity being ordered is not excessive.  Further, the memorandum describing the ammunition requisition is checked to ensure the requester has an active energetic material control number (EMCN).  When this process is circumvented, shipments arrive at the receiving gate (in some cases pallets of ammunition) without the knowledge of the appropriate Offices.  As a result, arrangements for proper storage have not been made and the requester is not known thereby creating an ownership problem.  If a larger than required quantity is received, it places a burden on our storage capability and open burning/open detonation (OB/OD) operations. This can have environmental as well as safety implications, and ultimately increases the cost of doing business.  
     
3.  I know all of you share my concerns in this area and will make every attempt to disseminate this information throughout your respective organizations to ensure compliance with ARDEC Regulation #700-7.  If you do not have one on hand, copies can be obtained from your organization's publications POC.


    
4.  Remember, we have streamlined and improved our system.  Following the process will improve productivity while saving time, money, and jobs.
     
     
     
                                                                                                                    (signed)
                                       JAMES W. BODDIE JR
                                       Brigadier General
                                       Commanding
                                               





MANDATORY ARMY BLANKET PURCHASE AGREEMENT (BPAs) 

Instructions on how to purchase office supplies via Army Blanket Purchase Agreements (BPAs).

Open icon below for more information regarding DoD EMall.  

List of  Army BPA vendors will be found on the first page in DoD EMall. 




FAR Part 8.402 – GENERAL


(a) The Federal Supply Schedule program is also known as the GSA Schedules Program or the Multiple Award Schedule Program. The Federal Supply Schedule program is directed and managed by GSA and provides Federal agencies (see 8.002) with a simplified process for obtaining commercial supplies and services at prices associated with volume buying. Indefinite delivery contracts are awarded to provide supplies and services at stated prices for given periods of time. GSA may delegate certain responsibilities to other agencies (e.g., GSA has delegated authority to the VA to procure medical supplies under the VA Federal Supply Schedules program). Orders issued under the VA Federal Supply Schedule program are covered by this subpart. Additionally, the Department of Defense (DoD) manages similar systems of schedule-type contracting for military items; however, DoD systems are not covered by this subpart.

(b) GSA schedule contracts require all schedule contractors to publish an “Authorized Federal Supply Schedule Pricelist (pricelist). The pricelist contains all supplies and services offered by a schedule contractor. In addition, each pricelist contains the pricing and the terms and conditions pertaining to each Special Item Number that is on schedule. The schedule contractor is required to provide one copy of its pricelist to any ordering activity upon request. Also, a copy of the pricelist may be obtained from the Federal Supply Services by submitting a written e-mail request to schedules.infocenter@gsa.gov or by telephone at 1-800-488-3111. This subpart, together with the pricelists, contain necessary information for placing delivery or task orders with schedule contractors. In addition, the GSA schedule contracting office issues Federal Supply Schedules publications that contain a general overview of the Federal Supply Schedule (FSS) program and address pertinent topics. Ordering activities may request copies of schedules publications by contacting the Centralized Mailing List Service through the Internet at http://www.gsa.gov/cmls, submitting written e-mail requests to CMLS@gsa.gov, or by completing GSA Form 457, FSS Publications Mailing List Application, and mailing it to the GSA Centralized Mailing List Service (7SM), P.O. Box 6477, Fort Wroth, TX 76115. Copies of GSA Form 457 may also be obtained from the above-referenced points contact.










(c) 

(1) GSA offers an on-line shopping service called “GSA Advantage!” through which ordering activities may place orders against Schedules. (Ordering activities may also use GSA Advantage! to place orders through GSA’s Global Supply System, a GSA wholesale supply source, formerly known as “GSA Stock” or the “Customer Supply Center.” FAR Subpart 8.4 is not applicable to orders placed through the GSA Global Supply System.) Ordering activities may access GSA Advantage! through the GSA Federal Supply Service Home Page (http://www.gsa.gov/fss ) or the GSA Federal Supply Schedule Home Page at http://www.gsa.gov/schedules .

(2) GSA Advantage! enables ordering activities to search specific information (i.e., national stock number, part number, common name), review delivery options, place orders directly with Schedule contractors (except see 8.405-6) and pay for orders using the Governmentwide commercial purchase card.

(d) “e-Buy,” GSA's electronic Request for Quotation (RFQ) system, is a part of a suite of on-line tools which complement GSA Advantage!. E-Buy allows ordering activities to post requirements, obtain quotes, and issue orders electronically. Ordering activities shall post an RFQ to e-Buy when an order contains brand name specifications (see 8.405-6).Ordering activities may access e-Buy at http://www.ebuy.gsa.gov. For more information or assistance on either GSA Advantage! or e-Buy, contact GSA at Internet e-mail address gsa.advantage@gsa.gov.

(e) For more information or assistance regarding the Federal Supply Schedule Program, review the following Web site: http://www.gsa.gov/schedules. Additionally, for on-line training courses regarding the Schedules Program, review the following web site: http://fsstraining.gsa.gov.

(f) For administrative convenience, an ordering activity contracting officer may add items not on the Federal Supply Schedule (also referred to as open market items) to a Federal Supply Schedule blanket purchase agreement (BPA) or an individual task or delivery order only if--

(1) All applicable acquisition regulations pertaining to the purchase of the items not on the Federal Supply Schedule have been followed (e.g., publicizing (Part 5), competition requirements (Part 6), acquisition of commercial items (Part 12), contracting methods (Parts 13, 14, and 15), and small business programs (Part 19));




(2) The ordering activity contracting officer has determined the price for the items not on the Federal Supply Schedule is fair and reasonable;

(3) The items are clearly labeled on the order as items not on the Federal Supply Schedule; and

(4) All clauses applicable to items not on the Federal Supply Schedule are included in the order.

(g) When using the Government-wide commercial purchase card as a method of payment, orders at or below the micro-purchase threshold are exempt from verification in the Central Contractor Registration (CCR) database as to whether the contractor has a delinquent debt subject to collection under the Treasury Offset Program (TOP).























APPENDIX D

SAFETY REQUIREMENTS FOR CONTRACTORS ON ARMY INSTALLATIONS 

The US Army has strict regulations concerning contractor safety on Army installations. The US Army substantially updated the main Safety regulations in 2007 and 2008 so they are more comprehensive. 

This installation will follow the Army regulations to protect the personnel at Picatinny, contractors, installation property and the US Army. The Army expects 100% compliance with all Safety regulations at Picatinny Arsenal. We must ensure a Safe and Healthy workplace by ensuring compliance with the Army contractor regulations. The Installation Safety Office will provide planning assistance as needed. This includes providing examples and templates of required plans and documentation. These templates can be found on the Installation Safety Website. https://picac2w5.pica.army.mil/safety/ .

If you have contractors coming on the installation you must ensure you have an established Contracting Officers Representative (COR) who has the COR training and experience to oversee the contract and have overall responsibility for safety. 

The contractor must supply to the COR for Safety Office review at least one week prior to the start of any work on this installation:
 
1)	A written site–specific plan for implementing OSHA standards, DOD, Federal and State safety and health requirements to the contracting officer for acceptance. This plan will include the contract scope of work, Emergency Contingency planning and the contractor’s Accident Prevention Procedures. ALL Army contractors will be required to have a Safety and Occupational Health Program implemented that is tailored to meet the safety requirements of each contract and the associated tasks and products of that contract. This program will be documented in the contractor’s safety plan.
 
2)	An Activity Hazard Analysis(es) (AHA(s) of the significant hazards to life, limb, and property inherent in the specific contract work performance and a plan for controlling these hazards.










3) 	Designation of a contractor quality control qualified person primarily responsible for safety and health at the project site. With specific outlined duties to enforce health and safety protection.


Before starting any contract, the COR and the Installation Safety office will meet with key contractor personnel to discuss and develop a mutual understanding about the administration of the overall safety program. This meeting will serve to orient the contractor’s key personnel to the safety requirements, changes and status of work at Picatinny and is REQUIRED FOR ALL CONTRACT WORK. The Safety Office will then issue a permit for the contractor’s work which is valid for 90 Days.
 
All Contractor Plans and Procedures must be reviewed by the Installation Safety Office and must be accepted by the Installation Safety Office prior to any work on this installation, there will be no exceptions to this policy.

If you are using the GPC as a method of payment for installation of equipment, machinery, services on post, etc., where a vendor/contractor will be coming on post to perform work, of any type, you will need a purchase order, contract, or Blanket Purchase Agreement in place that has clauses to protect the Government.

It is mandatory that you contact John Harrison and have your vendor/contractor receive a safety briefing and submit a safety plan that is approved BEFORE they come on post to do the work.

If you have questions regarding this procedure please contact John Harrison, Safety Specialist, on x5313.  Other POCs are Fernando Villa, Richard Dunham and Tom Hawthorne.

To further define the contractor safety requirements:

For low-hazard contracting work (i.e., office furniture and equipment, repair copiers, installing fax, etc.), initially only a Statement of Work (SOW) will need to be prepared by the contractor.  The SOW should explain what tasks the contractor plans on performing at Picatinny.  The SOW must be issued on company letterhead and signed.  The contractor should forward the SOW to the credit cardholder who is purchasing/requesting the work, who will then forward to John Harrison at the Installation Safety Office.

Be advised if the work is conducted in an explosive operational area, a permit may be required and notification and approval from the Installation Safety Office will be required.  The Installation Safety Office will forward this information to ARDEC Risk Management (Safety Office).  ARDEC Risk Management (Safety Office) will evaluate and approve all work in any ARDEC operational buildings.

Other medium or high hazard contract work (i.e., construction, demolition, renovation, equipment installation) will require a site-specific Health and Safety Plan and Activity Hazard Analysis, a safety orientation and safety permit.

Please be advised that the definitions of low vs. med-high contract work is on a case-by-case basis.  The Installation Safety Office will determine the hazard level.  All med-high contract work requires an established Contracting Officer’s Representative (COR)/approved credit card holder who has the training and experience to oversee the contract and have overall responsibility for safety.






































APPENDIX E




ORDERING HAZARDOUS MATERIAL THROUGH SAP: 
Hazardous materials, as defined below, must be ordered using the HAZMAT product category (#1400). If you do not see this category in your list of choices, you must send an email to ENOVA requesting addition of the HAZMAT category to your account. 
The following information must be included in the NOTES FOR APPROVAL box:
1. Building number where HazMart is to deliver the material. 
2. Part Name and Number 
3. How many pieces are being ordered (1 case = 12 units) 
4. Unit container size and type (plastic, glass, can, bag) 
5. Building number where material will be used or stored. 
6. Manufacturer’s name 
7. Name of end user (who requested the order) 
8. Credit card holders MUST request a Material Safety Data Sheet be sent for each item and have these orders delivered to building 316 (exception: Spontaneously Combustible and temperature controlled Organic Peroxides are not handled or stored at the HAZMART. 
HazMart personnel approves SAP orders four (4) times a day. 
Orders placed outside of SAP ordering system: Including ALL CONTRACTORS 
All orders must include the following, and this information should appear on the packing slip of each order: 
1 “Deliver material to building 316”, must be added within the description area. (exception: Spontaneously Combustible and temperature controlled Organic Peroxides are not handled or stored at the HAZMART. For these materials, all orders must specify the building number designated to receive the material as a direct shipment) 
1. “Deliver with Material Safety Data Sheet”, must be added within the description area 












3. Note who the order is for and in what building the material will be used. 
To insure the promptness in delivery of any orders placed, a copy of the order must be sent via fax to the attention of HAZMART, fax number 973-724-3926 or emailed to marie.krill@us.army.mil with the following information: 
1. Complete name of material 
2. Part Number 
3. How many pieces are being ordered (1 case = 12 pieces) 
3. Container size, including container type 
4. Unit cost or total cost 
5. Manufacturer’s name, (address and phone number, if known) 
6. If the order is in excess of what the building needs, and part of the order is expected to be placed in Customer Stock, then the information should be indicated on the paperwork as to what the building expects to be delivered and what should be stored at the HAZMART. 

When the material is delivered to the HAZMART, each order will be processed, recorded in the HAZARDOUS SUBSTANCE MANAGEMENT SYSTEM (HSMS) database, (into the proper location) and each container will be bar-coded. The material will be delivered to the building designated on the paper work. 
Advance notice of orders will expedite the processing and delivery time. 
Building Working Supply Inventory Reports and Customer Stock Storage Reports will be emailed any time the customer needs an inventory of the materials on hand. 

Process to be followed to obtain Free Issue materials or Customer Stock stored at the HAZMART. 
These cost effective inventories will keep ordering expenses down to minimum. Sales on materials can be taken advantage of, taking what buildings need for immediate supplies, and storing the balance at the HAZMART, to be used at later dates. Free Issue materials are available for the asking (based on first come, first served). Before orders are placed both spread sheets should be checked for availability here at the HAZMART, then orders can be placed. The receipt time will be minimized, as there is no wait from the manufacturer. 
1. Email or fax requests for materials. 
2. Identify the materials needed 
3. How many containers are needed 
4. If there is more than on size, than indicate which size is needed 
5. Orders will be processed, and material will be delivered. 





Hazardous Materials 
Hazardous materials managed or stored at the HAZMART are materials that: 
1) Pose a threat to human health or the environment, or 
2) Have a caution label on the container, or 
3) Require a Material Safety Data Sheet (MSDS) 
4) If Materials are to be stored at the HAZMART, an email must be sent to marie.krill@us.army.mil, to pre-arrange for storage of materials. If the HAZMART is not notified before hand that the materials cannot be stored. 

Some examples of hazardous materials are as follows: 
• Chemicals 
• Miscellaneous specialty chemicals 
• Paints, dyes and varnishes 
• Preservatives and sealing compounds 
• Adhesives 
• Oils and greases 
• Any Aerosol Cans 
• Pesticides 
• Compressed Gas Cylinders 

Excluded Materials 
The following list of material types will not be managed or stored at the HAZMART, and do not require ordering on the HAZMAT product code: 

Fuels (motor fuel, space heating fluid, cooking fuel) office supplies household cleaners medical supplies batteries re-refined motor oil ammunition pyrotechnics 

Empty Container Tracking 
EMPTY CONTAINERS 5 GALLONS OR MORE AND EMPTY P-LISTED MATERIAL CONTAINERS WILL BE TURNED IN TO HAZMART. 
Accurate tracking and reporting to the HAZMART of empty containers will facilitate our ability to maintain an accurate record of hazardous materials in each building and will expedite the processing of new hazardous material orders. The number located on the bottom of each barcode label, must be recorded for all empty hazardous material containers, and submitted via fax or e-mail to the HAZMART. Or use the inventory form we provide to you, by highlighting the items used up and emailing the inventory to HAZMART personnel. 

NOTE: 3 All hazardous waste turn-ins must be reported to Chris Wagner, @ ext. 2061 or email address: chris.wagner1@us.army.mil. 
ALL EMPTY AND BAR-CODED EMPTY CONTAINERS MUST BE REPORTED TO HAZMART so that each building inventory can stay updated and accurate in the HSMS System. The phone ext. for the HAZMART is 2028, or you can email anyone at the HAZMART with the information: 
Email: Chris Wagner: chris.wagner1@us.army.mil 
Marie Krill: marie.krill@us.army.mil 
• All new materials MUST be processed through the HAZMART. 
• ALL TRANSFERS OF MATERIAL FROM ONE BUILDING TO ANOTHER MUST be reported to the HAZMART. 








HAZMART Staff 
For assistance, please contact the following HAZMART personnel: 
Christopher Wagner, HAZMART COTR ext. 2061, email: chris.wagner1@us.army.mil 
Marie Krill, ext. 2028, email: marie.krill@us.army.mil 
HAZMART Fax- 724-3926 
Normal Hours of Operation: Monday-Friday 0800-1630 




















Appendix F 

MANDATORY purchase of Energy Efficient Products 


-----Original Message-----
From: Hypes, Pat A Ms CIV USA AMC 
Sent: Tuesday, June 16, 2009 4:13 PM
To: Pica ProcCard; Pica ProcApprove
Subject: Purchasing of Energy Star products....... (UNCLASSIFIED)

Classification:  UNCLASSIFIED 
Caveats: NONE

To all - The following is an excerpt from a message that was sent today from Picatinny Energy Efficiency Office. When using the Government Purchase Card please follow the guidance for purchasing appliances listed, the cost of non-Energy Star products might be less expensive but not purchasing the Energy Star products is against Federal and local policy. 

"Buy ENERGY STAR Products
The Energy Policy Act of 2005 and Executive Order 13423 require Federal buyers to purchase ENERGY STAR rated products. This includes appliances such refrigerators, copiers, freezers, and especially large screen TVs. See the attached memos from Lieutenant General Robert Wilson, Assistant Chief of Staff for Installation Management and Brigadier General Dennis E. Rogers, IMCOM emphasizing the requirements for ENERGY STAR compliance.

Buying ENERGY STAR has been Picatinny Energy Policy for almost three years now, and still there are occasions wherein people select the non- ENERGY STAR alternative, believing they are doing the right thing for the ARMY and saving money. However, they are wasting money and not following Federal and Picatinny Energy Policy."


[image: ]




ELECTRIC SPACE HEATERS

From Nicholas Stecky - 8 Dec 09

To Team Picatinny,

We have all received the email notification from the installation's commanding general, BG Jonathan A. Maddux, regarding the need to reduce energy waste. 

To help support and reinforce this message, the Energy Office will be sending out a number of email messages over the next few weeks as we enter the winter season.

First on the agenda will be "Electric Space Heaters." 

For our geographic area, Electric Heaters are the most expensive form of space heating because electricity is three to four times more expensive than natural gas on an equivalent BTU basis. Also, it is about twice the cost of oil per equivalent BTU. Don't know BTUs? Google it as a first step, but for our purposes here, it is a standard way of comparing different energy sources. All energy can be converted to BTUs numerically for use in calculations. We can then compare  gallons of gasoline, or oil with therms of natural gas or kilowatts of electricity.

A typical electric heater consumes about 1500 watts, also expressed as 1.5 kilowatts, which is a heavy load for a single plug. Electricity at Picatinny costs about $.11 per kilowatt hour (kwh) and at your home, about $.17 per kwh. Doing the math, an electric heater drawing 1.5kw for one hour costs Picatinny $.165 per hour or $.255 for the homeowner. At Picatinny, for a 10 hour day, that's $1.65. That is assuming it is turned off each night. For a heating season of about 4 months, 84 working days, comes to $138.60 for the season. But if the operator forgets and leaves on continuously, that is $475.20 for the season. There are other variables also as it may not always be running at full capacity depending upon space temperatures. 

Using a budget of $150 per heating season per electric heater and assuming we have 300 heaters on post, the total operating cost of these would be in the neighborhood of $45,000, equivalent to a bit more than 1% of our total annual electric bill! Do we have 300 or more on post? Maybe we do?

Part two of the bad story on electric heaters is that they are an electrical risk and a potential fire hazard. They can trip our circuit breakers on overload, or overheat wires, and more.






The following are actual examples at Picatinny.

A high profile teleconference was being held at Picatinny when someone in another part of the building plugged in an electric heater. It tripped a circuit breaker, which also fed the telecommunications room. The conference was off for some time while an electrician was called to identify and correct the problem. This cost a great deal of lost people-hours and personnel productivity. 

A second example, was when I responded to a cold call from a small building that I knew to be generally comfortable. I was curious as to why there was a problem. Entered the building and yes it was chilly. Continued on to an area with a closed door. Entered that area and found three electric heaters running full output and the room was warm. The problem? There was a single thermostat for this small building which was in the room containing the electric heaters. The thermostat "saw" that the room was warm and had turned off the heat for the entire building. So as counterintuitive as it may be, sometimes in order to warm up, you should turn off the electric heaters!

Nick Stecky
Picatinny Energy Efficiency Office
DSN 880-6098


APPENDIX G

Use of Computer Hardware, Enterprise Software and Solutions (CHESS) as the Primary Source for Procuring Commercial Information Technology (IT) Hardware and Software – see the following Memo dated 4 May 2009.





                                                                     APPENDIX H


Durable Property Procedures – please see below:








Appendix I

GPC Related Websites   

Blackberry Purchasing Compliance – https://informationassurance.us.army.mil/ia tools/index.php – IAAPL (Information Assurance Approved Product List)

CHESS – (Computer Hardware, Enterprise Software and Solutions) MANDATORY – 
https://chess.army.mil

DOD E-Mall (MANDATORY):  http://www.emall.dla.mil

Ability One (MANDATORY):  http://www.abilityone.gov. (Formerly JWOD)

DAPS (Defense Automation & Printing Service) MANDATORY (Unless a waiver via e-mail from DAPs is received that states DAPs cannot supply your print request):  http://www.daps.dla.mil   POC Brenda Swearingen & Ron Kaczamarek  717-6095-4407.

NEC Homepage: https://picac2w5.pica.army.mil/NEC/
 
Pica homepage:  http://www.pica.army.mil

SAP:  https://sapportal.pica.army.mil

Renting Buses -  http://www.sddc.army.mil (click on Passenger, then Bus Carrier, then Approved DoD carriers listed by state - Award to the carrier who provides the best overall price).

Hill AFB ( Far Part 13 and Part 1.601):  http://farsite.hill.af.mil

Army GPC Website:  http://aca.saalt.army.mil/army/

Access Online - https://access.usbank.com

GSA Website:  www.gsa.gov.

GSA Advantage:  www.gsaadvantage.gov

Defense Reutilization and Marketing Service:  http://www.drms.dla.mil/

Federal Prison Industries:  http://www.unicor.gov/

DOD Ethics (Standards of Conduct Office):  http://www.defenselink.mil/dodgc/defense_ethics/

Excluded Parties List:  http://epls.arnet.gov/

Governmentwide Point of Entry (GPE) Section 508:  www.fedbizopps.gov

Defense Acquisition University (DAU):  http://www.dau.mil

Federal Acquisition Institute (FAI):  http://www.fai.gov/

Affirmative Procurement:  https://picac2w5/aptraining

Oracle BPA Data Base:  https://picac2ocsprod1.pica.army.mil/welcome/index.jsp









































APPENDIX J

Points of Contact
For the Government Purchase Card (GPC) Program
Joint Munitions & Lethality Contracting Office 
Picatinny, New Jersey

The following is a list of points of contact for the credit card program.  The list is not all-inclusive.  Use of your chain of command is advised in instances where a specific point of contact is not given.

Executive Director of Contracting – Mr. Bruce Berinato, CCJM 

Agency/Organization Program Coordinator (AOPC) - Ms. Pat Hypes, CCJM-OE, Bldg 10, DSN 880-4855 

Alternate Agency/Organization Program Coordinator (AA/OPC) Deb Febus CCJM-OE, Bldg 10, DSN 880-3198 

IMCOM will use the “Transaction Log” in AXOL – Thresa Imler, DSN 880- 6345

NEC will use the “Transaction Log” in AXOL – Melanie Marois DSN 826-9969, 93d Sig Bte Ft. Eutis, VA

CHESS (Computer Hardware, Enterprise Software and Solutions) POC for Contracts – Linda Cook DSN 987-6596. Linda.cook@us.army.mil. Materials codes 1000, 1005, 1010 and 1020)

Electronic Communications (Cell Phones, Pagers, Beepers, Blackberries, etc.) via email to Pica IT Approval.   Material Code - 1110

NSN/FSS – Ginny Antonelli (Chugach) DSN 880-2824 Bldg. 91

Small Business – SBA B. 323 Mike Cecere DSN 880-6574 

HAZMAT Staff – Marie Krill DSN 880-2028 and Christopher Wagner DSN 880-2061 (open  M–F 0800-1630)  Material Code - 1400

Safety POC – John Harrison - DSN 880-5313

ARDEC Safety (Safety Glasses) – Curtis Smith, DSN 880-1434 and Dennis McComas 880-1647.

Energy Efficiency Office – Nick Stecky – DSN 880-6098

Legal Counsel – Mr. Peter Giella, DSN 880-6455 Bldg 3



Affirmative Procurement – Jeanne Rosen, DSN 880-6713.

Arms, Ammunition and Explosives – Maureen Struble, DSN 880-4965 Material Code - 1190

Land Management – Chris Urbiola DSN 880-8328.


For all questions relating to use of Funds Propriety contact one of the following:

Allen Johannesen, RDAR-FM, Bldg 93, DSN 880-6971
Alfred Bolognini. RDAR-FMA, Bldg 93, DSN 880-9687


For all questions relating to processing of  SAP Reconciliation of Bank Statement contact Jill Irven RDAR--FM. Bldg 93 DSN 880-4815

Other Financial problems relating to GPC contact Kim T. Horn, RDAR-FMA, Bldg 93, DSN 880-2819
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Current COTS and GOTS IA Tools
NOT FOR


PUBLIC RELEASE 
16 September 2009


NOT FOR
PUBLIC RELEASE 
16 September 2009


NOT FOR
PUBLIC RELEASE 
16 September 2009


Integrated Security Solution Approved Software Version Approved Functions
SCAP 


Certified


Cisco Systems, Adaptive Security Appliance (ASA) 5510, 5520, and 5540  


Note:  The anti-virus feature was not evaluated nor is it approved for Army's use.  


Software version 7.2.2 
IPSec VPN client 3.6.5


Firewall
IPS (the SSM-10 blade only)


Site-to-Site IPSec VPN
SSL VPN


Juniper Networks, NetScreen Secure Services Gateway (SSG) 5, 20, 520M, and 550M 5.4


Firewall 
Site-to-Site IPSec VPN  


Also approved with the firewall are 
anti-virus, deep packet inspection, 


web filter, and anti-spam 
subscriptions 


UTM firewall
IDP


Just Added!


Fortinet, FortiGate 310B FortiOS 3.0 MR4, Build 8864
IDP


Site-to-Site VPN
Clientless SSL VPN


Fortinet, FortiGate 5001A-DW (with the FortiGate 5050 Chassis) FortiOS 3.0 MR4, Build 8864


UTM firewall
IDP


Site-to-Site VPN
Clientless SSL VPN


Fortinet, FortiGate 3600A FortiOS 3.0 MR4, Build 8785


UTM firewall
IDP


Site-to-Site VPN
Clientless SSL VPN


Fortinet, FortiGate 300A and FortiGate 800 FortiOS 3.0 MR7, Build 8931


UTM firewall
IDP


Site-to-Site VPN
Clientless SSL VPN


Just Added!







Network-Based Firewalls Approved Software Version Approved Functions
SCAP 


Certified


Juniper Networks, NetScreen   5200, 5400, ISG 1000, and ISG 2000 5.4
Firewall 


Site-to-Site IPSec VPN
Without the IDP Blade


Cisco Systems, Adaptive Security Appliance (ASA) 5505 and 5550  Software version 7.2.2 
Firewall


Site-to-Site IPSec VPN
SSL VPN


Host-Based Firewalls Approved Software Version Approved Functions
SCAP 


Certified


Network-Based 
Intrusion Detection Systems/
Intrusion Prevention Systems


(IDS/IPS)


Approved Software Version Approved Functions
SCAP 


Certified


IBM Internet Security Systems,  RealSecure Engine 7 Network-Based IDS


NitroSecurity,  NitroGuard 600 6.0.2 IPS


SNORT 
NOTE: ARMY USERS MUST DOWNLOAD SNORT FROM THE ACERT website,  
https://www.acert.1stiocmd.army.mil/tools/snort/


2.8.2.1 Software only


Host-Based 
Intrusion Detection Systems/
Intrusion Prevention Systems


(IDS/IPS)


Approved Software Version Approved Functions
SCAP 


Certified







Wireless
Intrusion Detection Systems/
Intrusion Prevention Systems


Approved Software Version Approved Functions
SCAP 


Certified


Cisco Systems, 4402 Wireless LAN Controller Software Version Release 4.1.171.0 WIPS, Wireless LAN Controller


Cisco Systems, 4404 Wireless LAN Controller Software Version Release 4.1.171.0 WIPS, Wireless LAN Controller


Cisco Systems, Wireless Services Integrated Module ( WiSM)  Software Version Release 4.1.171.0 WIPS, Wireless LAN Controller


Cisco Systems, Wireless Control System (WCS) Software Version Release 4.1.83.0 WIPS, WLAN Management Device


Cisco Systems, LWAPP AP 1131AG (Access Point) Software Version Release 4.1.171.0 WIPS, Thin AP Device


Cisco Systems, LWAPP AP 1242AG (Access Point) Software Version Release 4.1.171.0 WIPS, Thin AP Device


Network Assessment Tools 
(Vulnerability Scanners)


Approved Software Version Approved Functions
SCAP 


Certified


IBM Internet Security Systems, Internet Scanner 7 Vulnerability Scanner


eEye Digital Security, Retina Network Security Scanner


(This scanner is free to certified users with their IAPM's permission)


Latest Version
on the DISA 


Web Site
Vulnerability Scannery


Enterprise Security Management Approved Software Version Approved Functions
SCAP 


Certified


Telecom Firewall Approved Software Version Approved Functions
SCAP 


Certified


Security Proxy Approved Software Version Approved Functions
SCAP 


Certified







Data-at-Rest Approved Software Version Approved Functions
SCAP 


Certified


Mobile Armor, Inc., DataArmor/FileArmor/PolicyServer 3.0, SP4 Data-at-Rest


Network Data Storage Security 
Systems


Approved Software Version Approved Functions
SCAP 


Certified


Secure Configuration Remediation Management System Approved Software Version Approved Functions
SCAP 


Certified


McAfee Security, Hercules (free)
Latest version 
Downloadable


on the DISA site
Patch/Remediation Tool


Purge Tools Approved Software Version Approved Functions
SCAP 


Certified


Los Altos Technologies, UniShred Pro 3.3.2 UNIX and bootable Windows
Purge Tool


Government-off-the-shelf, Purge Effects
https://www.acert.1stiocmd.army.mil UNIX only Purge Toolp y


 Government-off-the-shelf, Universal Purge (UPT) -   NOTE: Request UPT Application by 
emailing: melvin.thomas3@us.army.mil  2.0.0 As directed 


A2TOC Directed Tools Approved Software Version Approved Functions
SCAP 


Certified


QTip, ACERT/RCERT
NIPR Version:
https://www.rcert-c.army.mil/tools_index.htm  
SIPR Version:
https://www.rcert-c.army.smil.mil


Latest version 
Downloadable


on the RCERT web site


Scans to ID Potentially 
Compromised Systems 


on a Network







Malicious Code Detectors Approved Software Version Approved Functions
SCAP 


Certified


Anti-Virus
The DoD Antivirus Software License Agreement with Network Associates and Symantec 


allows active DoD employees to utilize the antivirus software for home use. Home use of the 
antivirus products will not only protect personal PCs at home, but will also potentially lessen 
the threat of employees bringing malicious logic into work and compromising DoD networks. 


Contractors are excluded from using the software at home or on any other systems not 
belonging to the DoD. Contractors may only use the software on systems of which are the 


property of the DoD


 


McAfee  
https://www.acert.1stiocmd.army.mil/Antivirus/


Please note that the only approved AV software are the free tools on the ACERT web 
site.  


Latest Version
on the ACERT 


Web Site


Anti-Virus


Symantec 
https://www.acert.1stiocmd.army.mil/Antivirus/


Please note that the only approved AV software are the free tools on the ACERT web 
site.  


Latest Version
on the ACERT 


Web Site


Anti-Virus


IA Tools for Wireless Approved Software Version Approved Functions
SCAP 


Certified


NOTE THE ONLY ARMY APPROVED WIRELESS 
CLIENT/SUPPLICANT FOR ALL SOLUTIONS IS THE 


JUNIPER ODYSSEYACCESS CLIENT FOR MS XP
Cisco Systems, 4402 Wireless LAN Controller
Note:  This product is approved ONLY for Windows XP and MUST use the Juniper 
Odyssey Access Client  for XP (also known as Juniper OAC)


Software Version Release 4.1.171.0
WIPS, Wireless LAN Controller


Cisco Systems, 4404 Wireless LAN Controller
Note:  This product is approved ONLY for Windows XP and MUST use the Juniper 
Odyssey Access Client  for XP (also known as Juniper OAC)


Software Version Release 4.1.171.0
WIPS, Wireless LAN Controller


Cisco Systems, Wireless Services Integrated Module ( WiSM) 
Note:  This product is approved ONLY for Windows XP and MUST use the Juniper 
Odyssey Access Client  for XP (also known as Juniper OAC)


Software Version Release 4.1.171.0
WIPS, Wireless LAN Controller







Cisco Systems, Wireless Control System (WCS)
Note:  This product is approved ONLY for Windows XP and MUST use the Juniper 
Odyssey Access Client  for XP (also known as Juniper OAC)


Software Version Release 4.1.83.0
WIPS, WLAN Management Device


Cisco Systems, LWAPP AP 1131AG (Access Point)
Note:  This product is approved ONLY for Windows XP and MUST use the Juniper 
Odyssey Access Client  for XP (also known as Juniper OAC)


Software Version Release 4.1.171.0
WIPS, Thin AP Device


Cisco Systems, LWAPP AP 1242AG (Access Point) 
Note:  This product is approved ONLY for Windows XP and MUST use the Juniper 
Odyssey Access Client  for XP (also known as Juniper OAC)


Software Version Release 4.1.171.0
WIPS, Thin AP Device


Cisco Systems, Wireless Location Appliance (WLA) 
Note:  This product is approved ONLY for Windows XP and MUST use the Juniper 
Odyssey Access Client  for XP (also known as Juniper OAC)


Software Version Release 3.0.37.0
Location Sensing Device to 


improve the location-
sensing capability in the WCS


Cisco Systems, Access Control Server 
Note:  This product is approved for Windows XP only and only using the Juniper 
Odyssey Access Client  for XP (also known as Juniper OAC)


Software Version Release 4.1(12) 
build 12


AAA server in conjunction 
with the WLAN; must be 


integrated into Active Directory


Fortress Technologies,  ES520 Secure Wireless Bridge
Note:  This product is approved for Windows XP only and only using the Juniper 
Odyssey Access Client for XP (also known as Juniper OAC)


ES-5.1.0.5100AAB-TIC2
"Thick" AP and Wireless Bridge


Fortress Technologies,  ES300 Controller  ES-5.1.0.5100AAB-TIC2 Point-to-Point Bulk Encryptor


Trapeze Networks, MP-422F Mobility Point
Note:  RingMaster Management Software is not approved for Army's use
2 Note:  This product is approved ONLY for Windows XP and MUST use the Juniper 
Odyssey Access Client  for XP (also known as Juniper OAC)


6.1.0.4


Thin Access Point Device


Trapeze Networks, MX-216R Mobility Exchange WLAN Controller
Note:  RingMaster Management Software is not approved for Army's use
2 Note:  This product is approved ONLY for Windows XP and MUST use the Juniper 6.1.0.4p pp p
Odyssey Access Client  for XP (also known as Juniper OAC) WLAN Controller


Trapeze Networks, MX-200R Mobility Exchange WLAN Controller
Note:   RingMaster Management Software is not approved for Army's use
Note2:  This product is approved ONLY for Windows XP and MUST use the Juniper 
Odyssey Access Client  for XP (also known as Juniper OAC


6.1.0.4


WLAN Controller







Mobile Devices/Smart Phones Version Approved Functions
SCAP 


Certified


RIM BlackBerry


RIM, BlackBerry, Pearl, 8100/8110/8120/8130
Unclassified phone 
Unclassified e-mail


RIM, BlackBerry, Curve, 8300/8310/8320/8330
Unclassified phone 
Unclassified e-mail


RIM, BlackBerry, 8800/8820/8830
Unclassified phone 
Unclassified e-mail


RIM, BlackBerry Bold, 9000 4.6
Unclassified phone 
Unclassified e-mail


Appriva Sensa 1.9


UT Starcom, Appriva, Sensa 1.9 (Sprint) PPC-6600
Unclassified phone 
Unclassified e-mail


UT Starcom, Appriva, Sensa 1.9 (Sprint) PPC-6601
Unclassified phone 
Unclassified e-mail


UT Starcom, Appriva, Sensa 1.9 (Sprint) PPC-6700
Unclassified phone 
Unclassified e-mail


Samsung, Appriva, Sensa 1.9 (Verizon/Sprint) IP-i830W
Unclassified phone 
Unclassified e-mail


Palm Treo, Appriva, Sensa 1.9 (Verizon/Sprint) 700wx
Unclassified phone 
Unclassified e-mail
Unclassified phone


Palm Treo, Appriva, Sensa 1.9 (Verizon/Sprint) 700w
Unclassified phone 
Unclassified e-mail


Palm,  Appriva, Sensa 1.9 (AT&T) 750w
Unclassified phone 
Unclassified e-mail


HTC, Appriva, Sensa 1.9 (T-Mobile) MDA
Unclassified phone 
Unclassified e-mail


HTC, Appriva, Sensa 1.9 (T-Mobile) 6315
Unclassified phone 
Unclassified e-mail


HTC, Appriva, Sensa 1.9 (T-Mobile) 8125
Unclassified phone 
Unclassified e-mail


Appriva, Sensa 1.9 (T-Mobile) Wing
Unclassified phone 
Unclassified e-mail







Wireless Network Discovery Approved Software Version Approved Functions
SCAP 


Certified


Naval Research Labs (NRL), Flying Squirrel (free) 1.2.4 
Wireless Network 


Discovery Tool


Security Information Management 
System (SIMS) 


Approved Software Version Approved Functions
SCAP 


Certified


Event Correlators


ArcSight Inc., ArcSight Enterprise Security Manager 3.0 SIMS


Intellitactics, Inc.,  Intellitactics Security Manager 5.2 SIMS


Anomaly Detection Approved Software Version Approved Functions
SCAP 


Certified


VPN Approved Software Version Approved Functions
SCAP 


Certified


Blue Ridge Networks
Borderguard 6600
M t C l


7.3
2.1.595


4 0


IPSec VPN
Management Console


VPN Cli tManagement Console
VPN Client


(NOTE:  Does not work with multiple Active Directory Forests)


4.0 VPN Client


Juniper Networks, Secure Access Products
SA4000FIPS
SA6000FIPS


OS code version 5.3R.5.3 
(build 11159) SSL VPN


High Risk Transport and 
Protocol Services


Approved Software Version Approved Functions
SCAP 


Certified







Network Access Control Approved Software Version Approved Functions
SCAP 


Certified
ForeScout Technologies, CounterACT CT-100, CT-1000, CT-2000, and CT-4000 
(NOTE:  This product is not approved as a firewall or IDS/IPS) 6.3.1 (build 107) NAC


StillSecure Safe Access SA-100, SA-200, and SA-300
NOTE:  Approved ONLY for XP 5.0 build 5 (5085) NAC


Management Consoles (Software and Hardware) Approved Software Version Approved Functions
SCAP 


Certified


Encrypted Removable Storage Media Approved Software Version Approved Functions
SCAP 


Certified


USB Memory Devices/
Encrypted Flash Drives**                                  


** USB Memory Devices/Encrypted Flash Drives ARE NOT 
AUTHORIZED FOR DEPLOYMENT DURING the STRATCOM/DoD 


MORATORIUM.  THIS DIRECTIVE WILL REMAIN IN EFFECT UNTIL 
FURTHER GUIDANCE IS ISSUED by US STRATEGIC COMMAND and 


DOD 


IronKey,  Basic (1,2,4, and 8 GB) 1.3
Thumb Drive for  Windows 2000, 


Windows XP, Windows Vista, 
Linux and Macintosh OS X


Mobile Armor, KeyArmor (1, 2, 4, and 8 GB) 1 Thumb Drive for  Windows 2000, 
Windows XP, and Windows Vista


Standards and Identity Based Entitlement Management Approved Software Version Approved Functions
SCAP 


Certified







IA-ENABLED TOOLS Approved Software Version Approved Functions
SCAP 


Certified


Certification & Accreditation Tools 
(with IA capabilities, e.g. scanning and assessment)


Routers (with IA capabilities, firewalls, VPNs, IDS/IPS, NACs
AVs, Wireless LAN Controllers, etc.) 


Resolution Manager 
Triumfant Inc., Resolution Manager Agent 4.3.2054 Resolution Manager Yes


Triumfant Inc., Resolution Manager Management


Administrative account management must be controlled through Active Directory, the  
administrative account must be tightly controlled, and FIPS 140-2 Level 2 appliances 
are used when encrypted communications are required.


4.3.2054


Administration Console 


Triumfant Inc., Resolution Manager Suite (Agent Management Service, Biz Object Service, 
Data Bridge, Task Processor Controller, Task Processor) 4.3.2054


Agent Management Service
Biz Object Service


Data Bridge
Task Processor Controller


Task Processor


               PII Tool and Data Leakage/Loss Prevention Tools Approved Software Version Approved Functions                 PII Tool and Data Leakage/Loss Prevention Tools Approved Software Version Approved Functions  


NOTE: Before deploying the tools, refer to MEMORANDUM 21 July 2009 Subject: Use of 
the Tools to Detect Potential Violations of Personally Identifiable Information (PII).  


Click here to Download 
Authorized Use MEMO


Fidelis Security Systems Product Line  
Fidelis XPS CommandPost Appliance (enterprise manager) 5.0, 5.2, 5.3 As directed by Memo


Fidelis XPS Direct Models 100, 1000, & 2500 5.0, 5.2, 5.3 As directed by Memo


Fidelis XPS Scout (All-inOne) with CommandPost and Direct Sensors 5.0, 5.2, 5.3 As directed by Memo


Netwitness Corporation Product Line
Netwitness All in One/Integrated Solution 8.0 and 9.0 for multiple OS As directed by Memo


Netwitness Decoder Appliance (Linux) 8.0 and 9.0 for multiple OS As directed by Memo


Netwitness Concentrator Appliance (Linux) 8.0 and 9.0 for multiple OS As directed by Memo


Netwitness Informer Appliance version 2.0 (Windows 2003 Server) -  PII rules 8.0 and 9.0 for multiple OS As directed by Memo


Netwitness Investigator Enterprise  (Windows XP/Vista) 8.0 and 9.0 for multiple OS As directed by Memo



https://informationassurance.us.army.mil/ia_tools/use_pii_tools_memo.pdf�





KVM Switches Approved Software Version Approved Functions


Approved KVM Switches are listed on: 
https://powhatan.iiie.disa.mil/cap/documentation/index.html#siprnet 


Cross Domain Solutions (CDS) Approved Software Version Approved Functions


CDS represent a special case and are not listed on the Army IA-APL. 
For CDS, please contact the Army Cross Domain Management Office at
 army.cdmo@us.army.mil







Legacy COTS and GOTS IA Tools
NOT FOR


PUBLIC RELEASE 
16 September 2009


NOT FOR
PUBLIC RELEASE 
16 September 2009


NOT FOR
PUBLIC RELEASE 
16 September 2009


Integrated Security Solution Approved Software Version Approved Functions
SCAP 


Certified


Network-Based Firewalls Approved Software Version Approved Functions
SCAP 


Certified


Juniper Networks, NetScreen 5XT, 50 204, 208 and 500


(End of Life has been set by Juniper for the 5XT, 50, 204, 208 and 500 products. 
Last day for sell was 30 June 2008, last day of support  is 30 June 2013.)


5.4


Firewall


Cisco Systems, PIX 515E, 525, and 535 firewall 


(End of Life has been set by Cisco for the Pix firewall family.  Last day for sell 
of the Pix  is 28 July 2008,  last day for support for the Pix is 27 July 2013).


6.2(100)


Firewall


Cisco Systems, Firewall Services Module (FWSM) firewall blade for Catalyst 6500 
Series 3.1(4) Firewall Blade for 


Catalyst 6500 Series


Check Point Software Technologies, Firewall-1 4.1 Firewall


Secure Computing Corporation, Sidewinder G2 Security Appliance, Model 4150C 6.1.0.05 Firewall


Host-Based Firewalls Approved Software Version Approved Functions
SCAP 


Certified


Novell, ZENworks Endpoint Security Management 3.0
End-Point Location-Aware 
Firewall for Wired and 


C







Network-Based 
Intrusion Detection Systems/
Intrusion Prevention Systems


(IDS/IPS)


Approved Software Version Approved Functions
SCAP 


Certified


IBM Internet Security Systems 
Proventia GX3002
Proventia GX4002
Proventia GX4004
Proventia GX5008
Proventia GX5108
Proventia GX5208
Proventia GX6116
SiteProtector Server  


1.5
1.5
1.5
1.5
1.5
1.5
2.3
SiteProtector 2.0, SP 6.1


Intrusion Inc., SecureNet Pro 4.1


Juniper Networks, IDP-50, IDP-200, IDP-600C, IDP-1100C/1100F 1.0


Lancope, Stealthwatch G1 5.1
(Behavioral-Based NIDS) 
and  the Management
Console (SMC)


TippingPoint Technologies Inc., UnityOne 400, 1200, and 2400 1.4.1 IPA


McAfee Security, IntruShield  4000 1.8


Host-Based 
Intrusion Detection Systems/
Intrusion Prevention Systems


(IDS/IPS)


Approved Software Version Approved Functions
SCAP 


Certified







Wireless
Intrusion Detection Systems/
Intrusion Prevention Systems


Approved Software Version Approved Functions
SCAP 


Certified


AirMAGNET, Inc.
AirMagnet Sensor, AM-5010 AM-5010
AirMagnet Server
AirMagnet Surveyor
AirMagnet Analyzer


5.2.0-2935
5.2.0
2.5
5.0 WIDS/WIPS


AirDefense, Inc. AirDefense Enterprise 7.0
Wired and Wireless IPS


AirTight Networks, SpectraGuard Enterprise SA-200 and SectraGuard Sensor 
SS-200 5.0.25


WIPS


Aruba Networks, RfProtect 4.218.5
WIDS


Aruba Wireless Networks, Inc. Wireless Intrusion and Prevent (WIPS) 2.4.8.3
WIPS


Network Assessment Tools 
(Vulnerability Scanners)


Approved Software Version Approved Functions
SCAP 


Certified
Lumension Security, PatchLink Scan
(DOIMs only)


6
Vulnerability Scanner


Enterprise Security Management Approved Software Version Approved Functions
SCAP 


Certified


Telecom Firewall Approved Software Version Approved Functions
SCAP Telecom Firewall Approved Software Version Approved Functions


Certified


SecureLogix Corporation, Enterprise Telephony Management System 5.0


SecureLogix Corporation, TeleWall 5.0







Security Proxy Approved Software Version Approved Functions
SCAP 


Certified


Blue Coat Systems, Inc., Blue Coat Proxy SG200/SG510/SG800/SG810/SG8100   SGOS3.1.40 build 21357
Software 4.1.3.1


Security Proxy and 
Web Filtering


Data-at-Rest Approved Software Version Approved Functions
SCAP 


Certified
Credant Technologies, Credant Mobile Guardian


(Credant2Go IS NOT authorized for Thumb drive encryption)   
[May use until transition to Army solution as directed]


5.1.1


Check Point Software Technologies , PointSec for PC (encryption at rest)


(PointSec Media Encryption is not approved at this time) 
[May use until transition to Army solution as directed.]


6.1


GuardianEdge Technologies, Encryption Plus (EP)


[whole disk/full volume encryption; NOT CAC/PK enabled)                                           
[May use until transition to Army solution as directed]


7.1.5


GuardianEdge Technologies, Encryption Anywhere (EA)


[whole disk/full volume encryption; NOT CAC/PK enabled]                                            
[May use until transition to Army solution as directed]


8.1.2


GuardianEdge Technologies, Encryption Anywhere Removal Storage (EARS)


 (not a stand-alone solution; must be used with Encryption Plus or Encryption 
Anywhere),  
[May use until transition to Army solution as directed]


1.1.0


GuardianEdge Technologies, Encryption Anywhere CD/DVD
                                                                                                                                      
 (not a stand-alone solution; must be used with Encryption Plus or Encryption 5.0.0 ( ot a sta d a o e so ut o ; ust be used t c ypt o us o c ypt o
Anywhere)                                                                                                       
 [May use until transition to Army solution as directed]


5.0.0 


Network Data Storage Security 
Systems


Approved Software Version Approved Functions
SCAP 


Certified


NetApp, DataFort E510 3.0 Secure Data Storage


Secure Configuration Remediation Management System Approved Software Version Approved Functions
SCAP 


Certified


Shavlik Technologies, UpdateEXPERT 4.3


Purge Tools Approved Software Version Approved Functions
SCAP 


Certified







Certification & Accreditation Tools Approved Software Version Approved Functions
SCAP 


Certified
Xacta, IA Manager   (DITSCAP only) V4.0 SP3 
SecureInfo Corporation, Risk Management System (DITSCAP only) 3.2


A2TOC Directed Tools Approved Software Version Approved Functions
SCAP 


Certified


Malicious Code Detectors Approved Software Version Approved Functions
SCAP 


Certified


Open Source Approved Software Version Approved Functions
SCAP 


Certified







IA Tools for Wireless Approved Software Version Approved Functions
SCAP 


Certified


Novell, ZENworks Endpoint Security Management 3.0
End-Point Location-Aware 
Firewall for Wired and 
WLAN Client Devices


AirDefense, Inc., AirDefense Enterprise 7
Wired and Wireless IPS


AirMAGNET, Inc.
AirMagnet Sensor, AM-5010
AirMagnet Server
AirMagnet Surveyor
AirMagnet Analyzer


5.2.0-2935
5.2.0
2.5
5.0 WIDS/WIPS


Aruba Networks, Aruba 800, 5000, and/or 6000 
Aruba 2.4.8.3


Juniper
 Odyssey  4.51


Mobility Controllers with the 
Juniper Odyssey Client 
(WIPS, L2 encryption or 
802.11i solution)


Aruba Networks, RfProtect 4.2 WIDS


AirTight Networks, SpectraGuard Enterprise SA-200 5.0.25 WIPS


Fortress Technologies, AirFortress Security Gateway AF2100 and AF7500 (layer 2 
link layer encryption), to includes clients and access control server (software) 


(AF2100 has reached End-of-Life effective 29 June 2007.  AF7500 End-of-Life 
effective 31 March 2007.  As of 1 October 2006, this product no longer meets 
DoD Wireless Supplement Policy and no longer meets the BBP for Wireless 
Security Standards, Version 2)


2.5.1


Crantie WirelessWall (layer 2 link layer encryption)Crantie, WirelessWall (layer 2 link layer encryption)
(Not scalable) 


(These products can not longer be sold, however, users may procure 
maintenance on existing licenses.  As of 1 October 2006, this product no 
longer meets DoD Wireless Supplement Policy and no longer meets the BBP 
for Wireless Security Standards, Version 2)


3.1


3eTI Solution 
Wireless NIC, 3e-110  NIC
Access Point 3e-525A
Access Point 3e-525V
Element Management
Client Utility, Crypto Client 3e-010F
Client Utility, Crypto Client 3e-010F-C
Security Server 3e-030


(per the manufacturer, these devices can not be sold)


1.05.06.00
3.0 Build 18.25
3.0 Build 18.25


N/A
3.09


1.1.9.1







Mobile Devices/Smart Phones Approved Software Version Approved Functions
SCAP 


Certified


RIM BlackBerry


RIM, Blackberry (AT&T/Skytel) 957.0


RIM, Blackberry (Velocita) 5790.0


RIM, Blackberry (AT&T) 6210.0


RIM, Blackberry (T-Mobile) 6230.0


RIM, Blackberry (AT&T) 6280.0


RIM, Blackberry (Nextel) 6510.0


RIM, Blackberry (T-Mobile) 6710.0


RIM, Blackberry (Verizon/Sprint) 6750.0


RIM, BlackBerry (Sprint-Nextel) 7100i


RIM, BlackBerry (T-Mobile/AT&T) 7100t/g


RIM, BlackBerry (T-Mobile) 7105.0


RIM, BlackBerry (AT&T) 7130c


RIM, BlackBerry (Verizon/AT&T) 7130e


RIM, Blackberry (AT&T) 7210.0


RIM, Blackberry (T-Mobile) 7230.0


( /S ) 2 0 0RIM, BlackBerry (Verizon/Sprint) 7250.0


RIM, Blackberry (AT&T) 7280.0


RIM, BlackBerry (T-Mobile/AT&T) 7290.0


RIM, Blackberry (Nextel) 7510.0


RIM, BlackBerry (Sprint/Nextel) 7520.0


RIM, Blackberry (T-Mobile) 7730.0


RIM, Blackberry (Verizon/Sprint) 7750.0


RIM, Blackberry (AT&T) 7780.0


RIM, BlackBerry (T-Mobile/AT&T) 8700c/g


RIM, BlackBerry (Verizon/Sprint) 8703e


RIM, BlackBerry (T-Mobile/AT&T) 8705.0


RIM, BlackBerry (Various) 8707g







Wireless Network Discovery Approved Software Version Approved Functions
SCAP 


Certified


Security Information Management 
System (SIMS) 


Approved Software Version Approved Functions
SCAP 


Certified


netForensics, Inc. netForensics SIMS


Anomaly Detection Approved Software Version Approved Functions
SCAP 


Certified


VPN Approved Software Version Approved Functions
SCAP 


Certified


High Risk Transport and 
Protocol Services


Approved Software Version Approved Functions
SCAP 


Certified


Network Access Control Approved Software Version Approved Functions
SCAP 


Certified


Encrypted Removal Media Approved Software Version Approved Functions
SCAP 


Certified







COMSEC
NOT FOR PUBLIC 
RELEASE 16 SEPT 
09


NOT FOR PUBLIC 
RELEASE 16 SEPT 
09


NOT FOR PUBLIC RELEASE 16 SEPT 
09


"These devices are developed via the NSA Commercial COMSEC Evaluation Program 
and have not completed the Army Type Classification, Full Material Release process.  
Users should contact the Cryptographic Modernization Project Management Office (CM 
PMO) prior to procurement.  POC Mr. Stan Fong, 732-427-4845, DSN 987-4845; 
Stanley.fong@us.army.mil.  For additional information, consult the CM portal at 
https://cryptomod.kc.us.army.mil. 


Type 1 Encryption ISSP AAPL STATUS Next Generation
In-Line Network Encryptors (INE)/High Assurance Internet Protocol 
Encryptors (HAIPE)
KG 175 AC   Yes Legacy Future HAPIE Device
KG 175 AC 1.2 GBS Yes Legacy Future HAPIE Device
KG 175 DC  Yes Legacy Future HAPIE Device
KG 175 E-100  SW Version 3.0 and higher is not compatible with coalition SG models Yes Active Future HAPIE Device
KG 175A Yes Active
KG 175B  Mini INE Yes Active
KG 175D Micro INE Yes Active
KG 240 Yes Active
KG 245 Yes Active
KG 250 Yes Active
KG 235 Sectera  Yes Legacy Future HAPIE Device
KG 75A FR3 DS1 Yes ActiveKG 75A FR3 DS1 Yes Active
KG 75A FR3 DS3 Yes Active
KG 75A FR3 OC 12 Yes Active
KG 75A FR3 OC 3 MMMM Yes Active
KG 75A FR3 OC 3 SMSM Yes Active
KG 75A OC48 No Active
KG 75 DS 1 FR2  Yes Legacy KG 75A
KG 75 DS 1 FR3  Yes Legacy KG 75A
KG 75 DS 3 FR3  Yes Legacy KG 75A
KG 75 DS 3 FR3  Yes Legacy KG 75A
KG 75 OC 12 SS FR3  Yes Legacy KG 75A
KG 75 OC 3 FR2 Yes Legacy KG 75A
KG 75 OC 3 MM FR3  Yes Legacy KG 75A
KG 75 OC 3 SM FR3 Yes Legacy KG 75A
KG 75 OC 3 SS FR2  Yes Legacy KG 75A
KOV 26 TALON INE V 1.0 Yes Active







Wireless
SecNet 11  Not procurred through ISSP. Some users purchased from vendor No Active
SecNet 54/ KIV-54 Yes Active
Link/Trunk Encryptors
KIV 19  Yes Active KIV 7M/KIV 19M
KIV 19A  Yes Active KIV 7M/KIV 19M
KIV 7 HS  No Legacy KIV 7M/KIV 19M
KIV 7 HSA  Yes Legacy KIV 7M/KIV 19M
KIV 7 HSB   Yes Legacy KIV 7M/KIV 19M
KIV 7M Yes Active KIV 7M/KIV 19M
KG 189 OC 12 INR   Yes Active
KG 189 OC 12 LINR   Yes Legacy
KG 189 OC 12 LRNR Yes Legacy
KG 189 OC 3   Yes Legacy
KG 189 OC 3 LRNR Yes Legacy
KG 189 OC12 IR   Yes Legacy
KG 189 OC12 LIR   Yes Legacy
KG 189 OC12 LRR Yes Legacy
KG 194 Yes Legacy KIV 7M/KIV 19M
KG 194A  Yes Legacy KIV 7M/KIV 19M
KG 84A    Yes Legacy KIV 7M/KIV 19M
KG 84C  Yes Legacy KIV 7M/KIV 19M
KG 94    Yes Legacy KIV 7M/KIV 19M
KG 94A  Yes Legacy KIV 7M/KIV 19M
KG 95 1   Yes Legacy KIV 7M/KIV 19M
KG 95 2 Yes Legacy KIV 7M/KIV 19MKG 95 2 Yes Legacy KIV 7M/KIV 19M







Secure Voice  (SCIP)
GSM Secure Hand-Held Phone w/Accessories Yes Active
Omni Yes Active
OMNIxi Yes Active
QSEC 800 No longer supportable Yes Legacy
QSEC 2700 Yes Active QSEC 2700
Sectera Secure Wireline Terminal Yes Active
STE DATA Yes Active
STE OFFICE (ISDN/PSTN) Yes Active
STE TACTICAL Yes Active
STE-R Yes Active
STE Army Secure Terminal AST STE w/PUP Yes Active
SME PED Yes Active
VoIP STE Yes Active
VIPer STE Yes Active
KOV 14 FORTEZZA Plus (Krypton Based) Yes Active  Enhanced Crypto Card (ECC) KSV 21
KOV-14E Yes Active/Legacy KSV 30
KOV-15 Yes Active/Legacy KSV 40
SOV-16 Yes Active/Legacy SSV 50
KY 57  Yes Active
KY 58  Yes Active/Legacy
KY 58-2  Yes Active/Legacy
KY 58-3  Yes Active/Legacy
KY 58-4  Yes Active/Legacy
KY 58-5  Yes Active/Legacy
KY 68  Yes Active/LegacyKY 68  Yes Active/Legacy
KY 90 Yes Active
KY 99A Yes Active
KY 100 Yes Active
STU III All Models Yes Legacy STE Office/Tactical







Other
KOK 13 CMCS Active
KOK 13A CMCS Active
KGR 68B   Yes Legacy
KGV 68B   Yes Legacy
Z AVH REMOTE CONTROL UNIT Yes Legacy
HGX 82   Yes Legacy
HGX 83   Yes Legacy
HGX 83A   Yes Legacy
HGX 84   Yes Legacy
KG 112  Yes Legacy
KG 40A PARALLEL Yes Legacy
KG 40A SERIAL Yes Legacy KG 40AR
KG 45 1 AC Yes Legacy KG 40AR
KG 45 2 DC Yes Legacy
KG 82 Yes Legacy
KG 83 Yes Legacy
KGR 68 Yes Legacy
KGV 10 Yes Legacy
KGV 11A Yes Legacy
KGV 135 Yes Legacy
KGV 66 Yes Legacy
KGV 68 Yes Legacy
KGV 9 Yes Legacy
KGX 40A Remote Control Unit Yes Legacy
KGX 93 Yes LegacyKGX 93 Yes Legacy
KGX 93A Yes Legacy
KI 32 Yes Legacy
KI 36 Yes Legacy
KIG 32 Yes Legacy
KIR 1C Yes Legacy
KIT 1C Yes Legacy New Mode V Devices
KIT 32 Yes Legacy New Mode V Devices
KL 43C Yes Legacy
KL 43F Yes Legacy
Z AHP REMOTE CONTROL UNIT Yes Legacy







Fill Devices
AN/CYZ 10 V3 Yes Active/Legacy SKL.SDS
KOI 18 Yes Active/Legacy
KYK 13 Yes Active/Legacy SKL.SDS
KYX 15A Yes Active/Legacy SKL.SDS
KOK 22 CMCS Legacy Advanced Key Processor
KOK 22A CMCS Legacy Advanced Key Processor
AN/PYQ 10 SKL Yes Active
SDS KIK 20 Yes Active


Type 1 Encryption Future Devices
KIV 19M
KG 175R
KG 240A
KG 245A
KG 245X
KG 250A


Type 2 Encryption
FORTEZZA Crypto Card,  (KOV-11), Spyrus Yes Active
FORTEZZA Crypto Card,  (KOV-11), Litronic Yes Active
FORTEZZA Crypto Card,  (KOV-11), Mykotronx Yes Active
FORTEZZA PCMCIA encryption Module, (KOV-11) Yes Active
Software FORTEZZA (KOV-11) Yes Active
Palladium Secure Modem
Forte Smartcard/Cryptocard
Rosetta Smartcard
Optiva Secure Plus Remote Access Server
MYK-82 FORTEZZA Engine
Regent IC Crypto Processor for FORTEZZA
FORTEZZA -based Type 2 Cryptographic Support Server
Argus 2108


Notes: The FORTEZZA for Classified solution used with the RASP system is not 
authorized for the protection of classified information after 31 Dec. 2005


Legacy= older equipment still in use. Newer equipment may exist. Most legacy 
equipment is still available through Depot


List is not all inclusive, items awaiting type 1 certification, end of use dates, expired key 
production,  scheduled DEMIL, and low density. Contact Item Manager for items not on 
list or potential replacements.
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SHIPPING CONTAINER TALLY


SHEET NO. NO. OF SHEETS 6.  REQUISITION NUMBER 11a.  VOUCHER NUMBER AND DATE b.  VOUCHER NUMBER AND DATE


SHEET TOTAL


1  2  3  4  5  6  7  8  9  10 11 12 13  14  15  16  17 18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50


SUPPLY
 ACTION


 (e)


QUANTITY
REQUESTED


(d)


UNIT
OF


ISSUE
(c)


FEDERAL STOCK NUMBER, DESCRIPTION, AND CODING OF MATERIEL AND/OR SERVICES


(b)


ITEM
NO.
(a)


TOTAL COST


 (i)


UNIT PRICE


(h)


CON-
 TAINER


 NOS.
(g)


TYPE
 CON-


 TAINER
(f)


51  52  53  54  55  56  57  58  59  60  61  62  63  64  65  66  67  68  69  70  71  72  73  74  75  76  77  78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 100
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DEPARTMENT OF THE ARMY 


US ARMY RESEARCH, DEVELOPMENT AND ENGINEERING COMMAND 

ARMAMENT RESEARCH, DEVELOPMENT AND ENGINEERING CENTER 



PICATINNY ARSENAL, NEW JERSEY 07806-5000 



ARDEC REGULATION 13 May 2010 
No 385-9 


Safety 


ARDEC OCCUPATIONAL VISION PROGRAM 


Paragraph 


Purpose --------------------------------------------------------------------------------------. 1 
Applicability -------------------------------------------------------------------------------. 2 
Policy ----------------------------------------------------------------------------------------. 3 
Procedures ----------------------------------------------------------------------------------. 4 
Responsibilities ----------------------------------------------------------------------------. 5 
References ----------------------------------------------------------------------------------. 6 
APPENDIX: Eye Protection Warning Signs 


1. Purpose. This ARDEC regulation prescribes procedures and responsibilities 
necessary to establish a comprehensive safety vision program for Arsenal personnel 
to assure preservation of eyesight. 


2. Applicability. This regulation applies to the US Army Armament Research, 
Development and Engineering Center Government personnel located at Picatinny 
Arsenal. 


3. Policy. 


a. Eye protection will be provided to all military and civilian employees engaged 
in eye-hazardous duties, or when visiting a posted eye-hazard area, and to all employees 
with useful vision in only one eye, regardless ofthe degree of eye hazard involved. 
Eye protection is the responsibility of the individual's organization or department, and 
will be obtained through the SAP Credit Card and Ordering System using the procedures 
prescribed in paragraph 4 below. 


b. Eye examinations for employees will not be paid for by ARDEC, but by personal 
health insurance. ARDEC will pay for Safety eyeglasses, and they will be provided by 
vendors specifically approved by the ARDEC RMO Safety and Occupational Health 
Manager. 


*This regulation supersedes ARDECR 385-9, 10 January 2003 
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Normally, follow-up examinations are given biannually, and new eyeglasses procured if 
warranted at that time unless a problem occurs with the eyeglasses, or if the prescription 
is no longer adequate. If prescription glasses are not required, a pair of non-prescription 
safety glasses will be supplied by the organization to protect against eye hazardous duties. 


c. Safety Eyewear Standards: All safety lenses must meet the requirements of 
ANSI Standard Z87.1. Frames must be equipped with permanent side shields. (Note: 
Police officers are authorized detachable side shields in order to maximize peripheral 
vision). Only the standard safety frames offered by the vendor are authorized; "designer" 
frames will not be approved. 


d. Contact Lenses: The use of contact lenses is not authorized in industrial or 
explosive operations where chemical eye hazards may be present or where the air contains 
foreign particles which could become lodged under the lens and thereby cause serious 
injury to the cornea. 


e. Safety Sunglasses: Safety sunglasses are not authorized; individuals whose 
regular job duties are performed outdoors in daylight will be authorized tinted clip-ons for 
outdoor use. 


f. Progressive Lenses: Progressive lenses in general are not authorized except 
when indicated as medically required by the individual's personal optometrist or eye 
physician in writing or in certain occupations (e.g., painters and welders) whose duties 
are facilitated by the smoother transition of multi -focal lenses. 


4. Procedures: 


a. Personnel requiring prescription safety glasses will obtain form AMSTA-AR­
PSS-3102 (ARDEC Safety Eyeglass Authorization Form) from their Supervisor and 
complete per the example in Figure 1. Employee must obtain signatures from both RMO 
Safety Manager and his/her supervisor, obtain a price quote from the vendor, and submit 
the quote and form to the organization's credit card holder who will then initiate the 
ordering process. Vendors will not process an order without this authorization form. 


b. A list of authorized safety eyeglass vendors will be maintained in the ARDEC 
Risk Manager Office and provided to the employee when his/her request has been 
approved on form AMSTA-AR-PSS-31 02. 


c. Requests for non-prescription safety glasses will be processed through normal 
procurement channels by the employee's organization. 


*This regulation supersedes ARDECR 385-9, 10 January 2003 
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d. Special eye protection (chemical goggles, face shields, laser goggles, 
welding goggles, etc.) will be obtained by the employee's organization through 
normal procurement channels. The RMO Safety and Occupational Health Manager 
concurrence is required on all safety-related procurement documents. 


5. Responsibilities: 


a. The RMO Safety and Occupational Health Director/Manager will: 


(1) Review and analyze base operations to detect and eliminate eye-hazardous 
conditions as part of the regular safety inspection program. 


(2) Maintain a current list of authorized vendors in the office from which 
organizations may purchase safety eyeglasses. 


(3) Approve all requests for prescription safety eyeglasses using form AMSTAAR­
PSS-3102 shown in Figure 1. After consulting with the employee and the Supervisor, specify 
on the form the correct type of eyewear required. 


(4) Designate eye-hazardous areas through periodic safety inspections. 


(5) Conduct educational programs which outline the importance and benefits of 
utilizing proper eye protection. 


b. The Occupational Health Physician at the U.S. Army Health Clinic will: 
determine that personnel tested during physical examinations meet the visual criteria 
for their particular job. 


c. The Director, Civilian Personnel Advisory Center will: advice supervisors 
on appropriate administrative/disciplinary action for noncompliance with this ARDEC 
regulation and for failure of employees to utilize protective eyewear. 


d. The Director, Acquisition Center will ensure that the provisions of the 
eyeglass program conform to those of the SAP Credit Card and Ordering System. 


e. Supervisors of employees requiring safety eyewear will: 


(1) Familiarize employees on all aspects of the eye protection and vision programs. 


*This regulation supersedes ARDECR 385-9, 10 January 2003 
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(2) Enforce the use of eye protection by all personnel engaged in or visiting eye­
hazardous areas or performing eye-hazardous duties. A supply of visitor safety glasses will 
be kept available in administrative areas where visitors check in prior to visiting eye­
hazardous areas. 


(3) Ensure that employee job descriptions address requirements for personal 
protective equipment, including safety eyewear, whenever applicable. 


(4) Schedule their employees for physical examinations, to include vision testing, 
as required by their respective jobs. 


(5) Ensure that all eye-hazardous areas are posted with appropriate warning signs 
such as the examples provided in the Appendix. 


(6) 	 Maintain "lens cleaning stations" in eye-hazardous areas. 


(7) Perform a daily visual inspection and a monthly operational check of all eye­
wash fountains in their areas to ensure proper operation, and to ensure that eyewash 
fountains are cleaned and properly maintained. 


(8) Enforce the use of eye protection at all times for employees with useful vision 
in only one eye. 


f. ARDEC Employees requiring eye protection will: 


(1) 	 Wear prescribed safety eyewear at all times in eye-hazardous areas. 


(2) 	 Wear safety eyewear at all times if employee has useful vision in only one eye. 


6. References Materials: 


a. 	 29 CFR 1910.133, Eye and Face Protection AR 40-5, Preventive Medicine, AR 385­
10, The Army Safety Program. 


b. 	 TB MED 506, Safety and Occupational & Environmental Health, Occupational 
Vision. 


c. 	 ANSI Standard Z87.1 - 1989 (Revised 1998), American National Standard Practice 
for Occupational and Educational Eye and Face Protection. 


d. 	 DA Pam 40-506, 


*This regulation supersedes ARDECR 385-9, 10 January 2003 
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7. Authorized Locations and prices: 


Vendor 


1. Sterling Optical 
Rockaway Mall 
IRockaway, NJ 
973-366-3402 


2. Pearle Express 
Outer Rockaway Mall 
Rockaway, NJ 
1973-366-1181 


3. Lens crafters 
Rockaway Mall 
Rockaway, NJ 
973-366-9887 


Estimated Costs 


Personal Eye exam: $55.00 
Frames: $149.99 
Single vision lenses: $139.99 
Bifocal lenses: $179.99 
Safety ro ressives: Startin at $229.99 


Frame and single vision lenses: $195.00 
Frame and bifocal1enses: $195.00 
Options (add to the above)* 
Progressive lens - standard: $60.00 
Transitions: $75.00 
Polycarbonate: $45.00 
Trifocal: $20.00 
Tint: $10.00 
UV Coat: $10.00 
Titanium frame: $70.00 
Varilux upgrade: $120.00 
POX: $75.00 


Eye exam: $79.00 
Eye picture - back ofthe eye: $25.00 
Frames before insurance: $100.00 
'Frame and single vision lens: $180.00 
Frame and lined bifocal lens: $220.00 


ade: $270.00 


Note: These are the only authorized vendors for safety eyeglasses for ARDEC 
employees. 


*This regulation supersedes ARDECR 385-9, 10 January 2003 
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PROCEDURES: 


Procedures for ordering safety eyeglasses using the government credit card system are 
summarized as follows: 


Employee obtains a Safety Eyeglass Authorization form from their supervisor and it 
must be approved by the Supervisor and ARDEC RMO Safety and Occupational Health 
Manager. 


Employee selects a vendor from the list provided and, from the vendor store, obtains a 
price quote for the lenses and frames (with permanent side shields). Employee returns to 
Picatinny and has the purchase with quote approved by his/her supervisor. Employee 
then submits the quote and authorization form (with approvals) to the credit card holder 
who will retain all backup documentation with the credit card receipts obtained after 
purchase. 


After receiving the price quote and signed authorization form, credit card holder 
inputs eyeglasses into AMAS. 


When credit card holder receives approval for the purchase from AMAS, the 
holder awards the item. 


Employee makes arrangements for, and obtains, the eye examination through 
personal health insurance. 


When the glasses are ready for pickup, payment at the store can be made by either 
of the following methods: 


Credit card holder accompanies the employee at time of pickup and signs the 
credit card transaction directly; or 


Employee has the vendor call the credit card holder at time of pickup and 
completes the credit card transaction by telephone. 


If the company wants payment at the time the eyeglasses are ordered, the same 
procedures in paragraph 5 above apply. However, the company must be informed 
that any glasses that are prepaid at the time they are ordered must be received 
within 30 days in order to comply with credit card regulations. 


*This regulation supersedes ARDECR 385-9, 10 January 2003 


6 







ARDECR 385-9 


Employee is responsible for assuring that the final receipt for the eyeglasses is 
submitted to the credit card holder as soon as payment is made. 


Specifications/Restriction: 


Safety lenses must meet the requirements of ANSI Standard Z87.1. 


Frames must be equipped with permanent side shields. (Note: Police officers are 
authorized detachable side, shields in order to maximize peripheral vision). 


Only the standard safety frames offered by the vendor are authorized; "designer" 
frames will not be approved. 


Safety sunglasses are not authorized; individuals whose regular job duties are 
performed outdoors in daylight will be authorized tinted clip-ons for outdoor use. 


Progressive lenses are not authorized except when a note from individual's 
personal doctor (or Optometrist) indicates they are necessary for medical reasons. 


If employees currently wear prescription eyewear, they will use the RX to have the safety 
glasses fitted or they can get an updated script through their health insurance per DA Pam, 
40-506 par 3-6b guidance. The DA guidance takes precedence in this case which is that 
eye examinations are a personal responsibility and are to be obtained by employees. 


Point of contact for ARDEC Safety and Occupational Health Vision Program regulation 
is ARDEC Risk Management Office Safety Manager @ DSN 4-1434. 


~A~= 
Director, ARDEC 
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DEPARTMENT OF THE ARMY 

UNITED STATES ARMY, RESEARCH DEVELOPMENT AND ENGINEERING COMMAND 



ARMAMENT RESEARCH, DEVELOPMENT AND ENGINEERING CENTER 

PICATINNY ARSENAL, NEW JERSEY 07806-5000 



IARDEC RMO SAFETY EYEGLASS AUTHORIZATION 



Date 


Individual 


Organization _________________________ 


Job Title/Series/Grade 


Eyeglasses: _________________ 


Type: Single Lens 


Frame: 


Tint: Yes No 


Side shields: Permanent Only 


Other Options: N/ A 


Supervisor Approval: _____________ 


RMO Safety and Occupational Health Manager: ____________ 
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I, the undersigned purchaser, have read and complied with the instructions and rules promulgated pursuant to the New Jersey Sales and


Use Tax Act with respect to the use of the Exempt Use Certificate, and it is my belief that the seller named herein is not required to collect


the sales or use tax on the transaction or transactions covered by this Certificate.  The undersigned purchaser hereby swears under the


penalties for perjury and false swearing that all of the information shown in this Certificate is true.


___________________________________________________________________________________
NAME OF PURCHASER (as registered with the New Jersey Division of Taxation)


___________________________________________________________________________________
(Address of Purchaser)


By


___________________________________________________________________________________
(Signature of owner, partner, officer of corporation, etc.) (Title)


State of New Jersey
DIVISION OF TAXATION


SALES TAX


FORM ST-4


EXEMPT USE CERTIFICATE


To be completed by purchaser and given to and retained by seller.  


Please read and comply with the instructions given on both sides of this certificate.


TO ________________________________________________________________________ Date _______________________________
(Name of Seller)


_______________________________________________________________________________________________________________
Address City State Zip


PURCHASER’S NEW JERSEY


TAXPAYER REGISTRATION NUMBER


The undersigned certifies that there is no requirement to pay the New Jersey Sales and/or Use Tax on


the purchase or purchases covered by this Certificate because the tangible personal property or services


purchased will be used for an exempt purpose under the Sales & Use Tax Act.


The tangible personal property or services will be used for the following exempt purpose:


The exemption on the sale of the tangible personal property or services to be used for the above


described exempt purpose is provided in subsection N.J.S.A. 54:32B- (See reverse side


for listing for principal exempt uses of tangible personal property or services and fill in the block with proper


subsection citation).


MAY BE REPRODUCED


(Front &  Back Required)


ST-4  (4-08, R-13)


ELIGIBLE NONREGISTERED


PURCHASER:  SEE INSTRUCTIONS **







INSTRUCTIONS FOR USE OF EXEMPT USE CERTIFICATES - ST-4


1. Good Faith - To act in good faith means to act in accordance with standards of honesty. In general, registered sellers who


accept exemption certificates in good faith are relieved of liability for the collection and payment of sales tax on the


transactions covered by the exemption certificate.


In order for good faith to be established, the following conditions must be met:


(a) Certificate must contain no statement or entry which the seller knows is false or misleading; 


(b) Certificate must be an official form or a proper and substantive reproduction, including electronic; 


(c) Certificate must be filled out completely; 


(d) Certificate must be dated and include the purchaser’s New Jersey tax identification number or, for a purchaser that is


not registered in New Jersey, the Federal employer identification number or out-of-State registration number.


Individual purchasers must include their driver’s license number; and 


(e) Certificate or required data must be provided within 90 days of the sale.


The seller may, therefore, accept this certificate in good faith as a basis for exempting sales to the signatory purchaser and


is relieved of liability even if it is determined that the purchaser improperly claimed the exemption.


2. Improper Certificate - Sales transactions which are not supported by properly executed exemption certificates are deemed


to be taxable retail sales.  In this situation, the burden of proof that the tax was not required to be collected is upon the seller.


3. Retention of Certificates - Certificates must be retained by the seller for a period of not less than four years from the date of the last


sale covered by the certificate.  Certificates must be in the physical possession of the seller and available for inspection on or before the


90th day following the date of the transaction to which the certificate relates.


4. Common exempt uses of property or services for which the ST-4 is applicable follow.


NOTE: The descriptions are general and do not necessarily cover every exempt use or service or every condition for exemption.


Further information is available from the Division of Taxation.


• Sales of machinery and equipment for use directly and primarily in the production of property by manufacturing, processing,


assembling or refining.  N.J.S.A. 54:32B-8.13a.


• Sales of equipment to a telecommunication service provider subject to the jurisdiction of the BPU or the FCC for use directly and


primarily in providing interactive telecommunications services for sale.  N.J.S.A. 54:32B-8.13c.


• Sales of tangible personal property for use directly and exclusively in experimental research and development in the laboratory sense.


N.J.S.A. 54:32B-8.14.


• Sales of wrapping materials or non-returnable containers for use in the delivery of tangible personal property or sales of containers


for use in a farming enterprise.  N.J.S.A. 54:32B-8.15.


• Sales of busses to regulated bus companies for public passenger transportation or to carriers for use in school children transportation


services.  N.J.S.A. 54:32B-8.28.


• Sales of equipment for use directly and primarily in the production department of a newspaper plant or for use in the production of


property for sale by a commercial printer.  N.J.S.A. 54:32B-8.29.


• Sales of advertising material to be published in a newspaper.  N.J.S.A. 54:32B-8.30.


• Sales of aircraft or repair services to an “air carrier,” and repairs to certain business aircraft, including machinery or equipment


installed on such.  N.J.S.A. 54:32B-8.35.


• Sales of equipment used exclusively to sort and prepare solid waste for recycling or in recycling (does not include motor vehicles).


N.J.S.A. 54:32B-8.36.


• Sales of printed advertising materials for out-of-state distribution and sales of direct-mail processing services rendered in connection


with the distribution of such materials to out-of-state recipients.  N.J.S.A. 54:32B-8.39.


• Sales of commercial trucks, truck tractors and semi-trailers which are properly registered and  1) have a gross vehicle weight rating


in excess of 26,000 pounds; or  2) are operated actively and exclusively for the carriage of interstate freight under a certificate or


permit issued by the Interstate Commerce Commission; or 3) are registered as a farm vehicle under the Motor Vehicle Statute


(N.J.S.A. 39:3-24 and 25) and have a gross vehicle weight rating in excess of 18,000 pounds.  N.J.S.A. 54:32B-8.43.


• Sales of machinery and equipment used directly and primarily in producing broadcast programming or cable/satellite television


programming.  N.J.S.A. 54:32B-8.13e.


• Sales of tangible property for use directly and primarily in the production of film or video for sale, including motor vehicles, parts,


supplies and services to such property..  N.J.S.A. 54:32B-8.49.


• Sales of commercial ships and charges for components, repair and alteration services for commercial ships.  N.J.S.A. 54:32B-8.12.


5. Eligible Nonregistered Purchaser - If the purchaser is not required to be registered for sales and use tax purposes in New Jersey, in the


box at the top, left corner of the form marked “Eligible Nonregistered Purchaser” the purchaser is required to place one of the following


in order of preference: 1) the Federal Identification Number of the business; 2) out of state registration number.


Private reproduction of both sides of the Exempt Use Certificates may be made without the prior permission of the Division of Taxation.


FOR MORE INFORMATION:
Call the Customer Service Center (609) 292-6400.  Send an e-mail to nj.taxation@treas.state.nj.us.  Write to:  New Jersey Division


of Taxation, Information and Publications Branch, PO Box 281, Trenton, NJ  08695-0281. 
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